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1 ABOUT THESE OPERATING INSTRUCTIONS

1 About these operating instructions

Please read this chapter carefully before you begin working with this documentation and
the Telematic Data Collector gateway system (TDC for short).

11 Software versions
Software Version Creation date
Docker 17.06.0 May 24, 2018
0OS image (Linux) Yocto 2.4 (Rocko) May 24, 2018
Portainer (TDC-E Device Manager) 1.15.2 (1.0.2) May 24, 2018
picoStratus 1.2.1.2 May 24, 2018
HWManager 1.0.1.9 May 24, 2018
SRT 1.0.0.1 May 24, 2018
Node-RED 0.17.5 May 24, 2018

Table 1: Software versions

1.2 Purpose of this document

These operating instructions are designed to give technical personnel instructions on the
safe mounting, parameterization, electrical installation, commissioning, operation, and
maintenance of the gateway system as well as on the connection and configuration of the
Sensors.

These operating instructions do net provide information on how to operate vehicles or
machines into which the individual devices of the gateway system have been or are going
to be integrated. More information on this can be found in the customer documentation.

1.3 Target group

These operating instructions are intended for people integrating the devices of the
gateway system into a vehicle or machine, and people performing initial commissioning,
operation, and maintenance.

They are also intended for the planners and integrators of the customer system, as well as
the operating entity with responsibility for it.

Target group | Activities
Entity operating the customer system
System user Operating the system:
-> The system user reports faults to the system manager.
System manager Mounting, electrical installation, maintenance, and replacement

of system components.
- The system manager submits support requests to SICK.

SICK

SICK service technician | Commissioning, configuration, and support.

Table 2: Target group
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1.4 Information depth
These operating instructions contain information about the following topics related to the
gateway system:
e System description
e Mounting
e Electrical installation
e Commissioning
e Qperation
e Maintenance and care
e Fault diagnosis and troubleshooting

e Technical data and dimensional drawings

1.5 Abbreviations used
API Application Programming Interface
APN Access Point Name = network operator’s point of access to the GPRS data network
CAN bus Controller Area Network = serial bus system
GSM Global System for Mobile Communications = technical wireless standard for digital

radiotelephony

GPRS General Packet Radio Service = the name of the packet-based service for transmitting
data over GSM networks

GPS Global Positioning System = global navigation satellite system used for position
determination

LAN Local Area Network

MQTT Message Queue Telemetry Transport = open messaging protocol for transmitting
telemetry data between devices in the form of messages
SIM Subscriber identity module = chip card for cell phones
TDC Telematic Data Collector = system for collecting and transmitting telemetry data

WLAN Wireless Local Area Network

WPAN Wireless Personal Area Network = short-distance wireless technology
1.6 Symbols used
Note Notes provide information about the features of a device, application tips, or other useful
information.
| 2 Instructions requiring specific action are indicated by an arrow. Carefully read and follow
Action the instructions for action.



2 On safety

This chapter provides information that concerns your own safety as well as the safety of
the system operator.

» Please read this chapter carefully before you begin working with the gateway system.

2.1 Qualified safety personnel

The gateway system must only be commissioned and maintained by properly qualified
safety personnel.

A person is considered qualified safety personnel if he/she

e Has sufficient skills in the field of the respective equipment based on his/her technical
training and experience and

e Has been instructed by the manufacturer on system operation and all applicable safety
guidelines and

o |s familiar with all relevant country-specific occupational safety regulations, work safety
regulations, guidelines, and generally accepted technical rules and standards (e.g., DIN
standards, VDE regulations, country-specific rules) to such an extent that he/she is
able to evaluate the safe condition of the power-driven machinery and he/she

e Has access to and has read the operating instructions.

2.2 Intended use

The TDC-E gateway system is a system that receives and processes sensor data, and then
forwards these data to a higher-level infrastructure (cloud server or local server). The
system functions can be extended via the integrated applications or by adding user-
defined applications.

Consequently, the TDC-E is designed for sensor-controlled monitoring tasks, vehicle
tracking, working time management, and access control, or for telemetry applications. The
integrated GPS and WPAN sensors also enable outdoor and indoor location finding.

The gateway system uses one or more TDC-E devices to collect data. The devices feature
all the standard interfaces for integrating sensors.

The sensor data received can be transmitted to the cloud via the mobile network or via a
LAN/WLAN or WPAN connection. This can take place in the SICK online portal or on a
customer server. The SICK online portal is a platform for visualizing sensor data via a web-
based user interface. This makes it a very convenient solution for monitoring tasks.

In addition to the MQTT transmission protocol, OPC UA and JSON are also supported.



ON SAFETY 2

2.3 General safety notes and protective measures

231 Safety notes and symbols

e P » P

8023104/2018-07-05|SICK
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The following safety and hazard notes concern your own safety, the safety of third parties,
and the safety of the devices. You should therefore observe them at all times.

A DANGER

Denotes an immediate hazard that may result in severe to fatal injuries.

The symbol shown on the left-hand side of the note refers to the type of hazard in
question (the example here shows a risk of injury resulting from electrical current).

/\  WARNING
Denotes a potentially dangerous situation that may result in severe to fatal injuries.

The symbol shown on the left-hand side of the note refers to the type of hazard in
question (the example here shows a risk of damage to the eye by laser beams).

/A WARNING

Denotes a potentially dangerous situation that may result in minor personal injury or
possible material damage.

NOTE

Denotes a potential risk of damage or functional impairment of the device or the devices
connected to it.

This symbol refers to supplementary technical documentation.

OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector) 9



2 ON SAFETY

2.3.2 General safety notes

A\

/\  WARNING

Safety notes
Observe the following to ensure the safe use of the gateway system as intended.

e The notes in these operating instructions (e.g., regarding use, mounting, or installation)
must be observed.

o All official and statutory regulations governing the operation of the gateway system
must be complied with.

e National and international legal specifications apply to the installation and use of the
system, to its commissioning, and to recurring technical inspections, in particular:

- Work safety regulations and safety rules
- Any other relevant safety provisions

e The checks must be carried out by qualified safety personnel or specially qualified and
authorized personnel, and must be recorded and documented to ensure that the tests
can be reconstructed and retraced at any time.

e These operating instructions must be made available to the operator of the system in
which the components of the gateway system are used.

e The gateway system operator must be instructed by qualified safety personnel and
read the operating instructions.

233 Potential hazardous points

YN

A DANGER

Risk of injury and damage caused by electrical current
Electrical voltage can cause severe personal injury or death by electric shock.
» Electrical installation work may only be carried out by electrically qualified persons.

» Be sure to disconnect the power supply before attaching or detaching any electrical
connections.

» Only connect the system to a voltage source that meets the technical requirements.
» National and regional regulations must be complied with.

» Safety requirements relating to electrical systems must be complied with.

NOTE

Claims under the warranty rendered void
If the device is opened, any warranty claims against SICK AG will be void.

» Do not open the device housing.
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ON SAFETY 2

24 Protecting the environment

Note

8023104/2018-07-05|SICK
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The components of the gateway system have been designed to minimize their impact on
the environment. They consume very little energy.

Always act in an environmentally responsible manner at work. For this reason, please note
the following information on disposal.

Disposal after final decommissioning

» Always dispose of unusable or irreparable devices in accordance with the relevant
national waste disposal regulations.

» Remove the plastic parts and send the aluminum housing of the TDC-E for recycling.

» Dispose of all electronic assemblies as hazardous waste. The electronic assemblies
can be easily removed.

SICK AG does not take back devices that are unusable or irreparable.

OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector) 11



3 SYSTEM DESCRIPTION

3 System description

This chapter describes the layout and operating principle of the gateway system, in
particular the interaction of the different components.

Note » Always read this chapter before you start mounting, connecting, and commissioning the
components of the gateway system.

31 Scope of delivery

The gateway system utilizes the TDC-E100 or TDC-E200 device variants. The TDC-E200
device variant has an additional connection for a GPS antenna.

IR TDC-E100 » N DC-E200 SRS seenn

Fig. 1:  TDC-E gateway system device variants

The device is delivered with a preinstalled SIM card for operation in EU countries. The
scope of delivery also includes a GSM antenna, a WLAN and WPAN antenna, a GPS
antenna (TDC-E200 only), and a voltage supply cable. Additional cables can be ordered as
accessories.

Quick Start

Fig. 2:  TDC-E gateway system scope of delivery
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SYSTEM DESCRIPTION 3

Quantity | Part no.

| Description

1 TDC-E gateway system consisting of:

n 6066438
6067899
6067537

= TDC-E100R2 or
= TDC-E100EU or
= TDC-E100R6

6068463

= GSM antenna

6068474

= WLAN/WPAN antenna

6068473

= Voltage supply cable

33|33

8022507

= Quick Start guide including download link for the operating
instructions, system documentation, and interface descriptions

and/or

n 6067896
6067898
6067536

= TDC-E200R2 or
= TDC-E200EU or
= TDC-E200R6

6068463

= GSM antenna

6068474

= WLAN/WPAN antenna

6067023

= GPS antenna

6068473

= Voltage supply cable

S|S|S|3(>

8022507

= Quick Start guide including download link for the operating
instructions, system documentation, and interface descriptions

Table 3: TDC-E gateway system scope of delivery

The scope of delivery includes a Quick Start guide to help with initial commissioning. The
Quick Start guide also contains a download link for the operating instructions, system
documentation, and interface descriptions.

Quick Start

hitps:/ftde_sick.com/downloads

“ B

Fig. 3:  Quick Start guide including download link for system documentation

NOTE

0 Thorough inspection for completeness and damage

It is recommended that you carefully check for and report transport damage of any kind
as soon as possible after receiving the system.

Also verify that the delivery includes all components listed on the delivery note.

» Report any incomplete or damaged deliveries to Customer Service.

» Always document the damage by taking photographs.

8023104/2018-07-05|SICK
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3 SYSTEM DESCRIPTION

Accessories (optional)

Preassembled cables can be purchased for connecting the sensors and devices to the
TDC-E devices.

N
N\

Fig. 4:  Additional connecting cables (optional)

Part no. Description

6068472 14-pin Microfit male connector with 14 color-coded open-ended wires
for connecting:

= Voltage supply (2 wires)

= Digital inputs and outputs

= Analog inputs

6068471 20-pin Microfit male connector with 20 color-coded open-ended wires
for connecting:

= Additional digital inputs and outputs

= RS-485/422, RS-232, SSI, 1-Wire serial interfaces

= CAN

Table 4: Additional connecting cables (optional) - part numbers

A rail bracket is available for mounting the TDC-E on DIN mounting rails.

Fig. 5:  DIN mounting rail bracket (optional)

Part no. Description

6069266 DIN rail bracket for mounting the TDC-E

Table 5: DIN mounting rail bracket (optional)

Spare parts

Part no. Description

6068475 SIM card (for operation in EU countries)

Table 6: Spare parts

14 ORIGINAL OPERATING INSTRUCTIONS | TDCE (Telematic Data Collector) 8023104,/2018-07-05|SICK
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SYSTEM DESCRIPTION 3

3.2 Functional principle of the TDC-E
3.21 TDC-E as a data collector

The TDC-E can be used to collect sensor data and sensor events. When functioning in this
capacity, it offers all the standard interfaces required to integrate sensors, machines, and
devices. It can process digital, analog, and CAN bus-based signals, as well as serial
signals and Ethernet-based ones.

These external sensor data are supplemented by data from the TDC-E’s factory-installed
movement, position, and temperature sensors.

External sensors

1/0s
Serial interfaces
Ethernet

CAN

Machine data /
vehicle data

Fig. 6:  TDC-E as a data collector

3.2.2 TDC-E as a location-finding tool

8023104/2018-07-05|SICK
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Device type TDC-E200 features additional factory-installed sensors that can be used as
an indoor or outdoor location-finding solution.

=) B

— &

E-m

-

Outdoor location finding Indoor location finding
(TDC-E200 only) S

Fig. 7:  TDC-E as a location-finding tool (TDC-E200 only)

Outdoor location finding based on GPS data is only possible with the TDC-E200 device
variant. In this case, the movement data of the TDC-E are output together with the
received GPS data. A GPS antenna is included with delivery of the TDC-E.

The WPAN sender is another component that is only installed on the TDC-E200 device
variant to enable indoor location finding in an industrial environment. The position is
determined between the sender and multiple receivers. To pinpoint the exact location of
an object, it is necessary to have at least three receivers (trilateration).

OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector) 15



3 SYSTEM DESCRIPTION

3.23 TDC-E as a data transmission tool
3.231 Data transmission methods

Data can be communicated to the cloud services via a cellular network (3G), Ethernet,
WLAN, and WPAN. The TDC-E transmits the sensor data received to the SICK cloud server
or to a customer server.

There is an API interface integrated into the TDC-E that allows the data to be transferred
to all leading business applications (ERP, CRM OMD, BI, etc.). The programming interface
makes it possible to access the data of the TDC-E and the connected sensors.

With the aid of the Linux-based Docker containers, a web service for alarm and
notification management can be implemented in the TDC-E (see also

chapter 3.2.4 Extending the TDC-E with tools and customer applications).

[— (IS )
 —
™ — () ———— M
@? o Q (T) AN
Customer server / Notification /
SICK online portal Alerts

= Wireless communication
= LAN
= WLAN, WPAN

Fig. 8:  Data transmission methods
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SYSTEM DESCRIPTION 3

3.23.2 Data transmission protocols

Note

8023104/2018-07-05|SICK
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Data are usually transmitted using the MQTT protocol. MQTT is a special messaging
protocol that relies on the publish/subscribe principle. This involves setting up topics on
the user side. Certain clients make messages available based on these topics (in the role
of a publisher) and these are then retrieved by other clients (in the role of a subscriber).

According to this principle, communication takes place via a central distribution list called
the MQTT message broker. Each message sent by a client contains a topic with the data.
Each MQTT client that wishes to receive the messages for the topic must subscribe to
them on the message broker.

Whenever new messages arrive, the broker then notifies the clients that are interested in
receiving them. This process ensures efficient communication between the nodes. Each
client is only aware of the message broker, not the other nodes.

It is the TDC-E that assumes the publisher role within the system. It uses the MQTT
protocol to send topics containing sensor data within a defined structure. The cloud
service is the data subscriber within this context. Thanks to the defined topic structure,
this service is able to retrieve the messages and carry out further processing on them.

MQTT Broker MQTT Client

Topic ' gybscribe 1

((T,) Publish __Topic

e

Fig. 9:  MQTT data protocol

In addition to the MQTT transmission protocol, OPC UA and JSON are also supported.

OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector) 17



3 SYSTEM DESCRIPTION

3.2.3.3

18

Permanent data transmission

Note

TDC-E devices are connected to a permanent voltage supply (e.g., a vehicle battery). As a
result, they are always online. It does not matter whether the vehicle/machine on which
they are installed has been started up.

This makes data transmission possible even if a vehicle’s engine is not running. This
means, for example, that the very act of starting an engine or machine could be
transmitted and evaluated as a signal, subject to there being an appropriate connection
to the TDC-E.

Data storage in offline mode

In cases where data transmission is not possible, the data received from the connected
sensors are stored in the internal memory of the TDC-E device. Depending on the number
of connected sensors, the memory can store up to 14 GB of sensor data.

If the device is not being supplied with voltage, no sensor data can be stored.

When there is no space left on the internal memory card, the TDC-E will be forced to
overwrite the data. Please note that regular overwriting can detrimentally affect the
service life of the memory card and - in turn - that of the TDC-E.

Please also note that when the remaining capacity of the memory bank reaches < 1 GB, it
will not be possible to store any more data from customer applications, and the Node-RED
and picoStratus applications will be stopped.

As soon as the TDC-E devices are back online, the stored sensor data are automatically
transmitted to the SICK online portal. If you are using your own server (a “customer
server”), the data can be retrieved once the connection has been restored.

(ITES
(RS
(RS

Customer server /

SICK online portal

((T>)

Fig. 10: Data storage in offline mode

If the data connection remains unavailable for a prolonged period, the data in the internal
device memory are overwritten using the FiFo principle (first in - first out). This means
that the data that were stored first will also be overwritten first.
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SYSTEM DESCRIPTION 3

3.24 Extending the TDC-E with tools and customer applications
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The Linux operating system that has been preinstalled on the TDC-E is based on a
powerful ARM processor and utilizes Docker container technology. Docker is a tool that
makes it easier to create, deploy, and execute applications by using containers. A
container does not just hold the application itself but also all of the resources required by
the application during runtime.

The TDC-E comes with five preinstalled applications.

Processor arm

Fig. 11: Docker container technology on the TDC-E

Configuring data transmission with Node-RED

Modeling of data flows
Configuration of physical interfaces
D@: Configuration of the logic processing of signals
Visualization of dashboards

Fig. 12: Docker container technology - Node-RED

The preinstalled Node-RED application is a programming tool for interconnecting
hardware devices, APIs, and online services. It offers a browser-based editor that can be
used to model data flows on a graphical user interface. This allows you to custom-
configure how TDC-E device data and sensor data are transmitted.

Even TDC-E activities such as the following can be reported to the customer server via
Node-RED: establishment of the voltage supply, dialup into the mobile network, or an
active LAN/WLAN connection.

Node-RED can also be used for the visualization of a dashboard on the TDC-E.
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Configuring data transmission with picoStratus

= |nterface to the reading and writing of SICK sensor data daten
' = Evaluation of variables, events and methods
picoStratus = Forwarding to higher-level protocols

Fig. 13: Docker container technology - picoStratus

The preinstalled picoStratus application is a type of middleware for reading and writing
variables, events, and methods from/to Ethernet-enabled sensors from SICK.

Setting up alarm and notification management

Thanks to the container technology, the gateway system can be rapidly extended by
adding customer-specific applications. This involves loading the application into a
container as a compiled image file and executing it immediately.

Customer application Customer application
Web server for automated Integration
notifications Kraftstoffsensor

Fig. 14: Docker container technology - Customer applications

For example, a web server can be implemented in a Docker container for the purpose of
configuring a method of alarm and notification management that is specific to a particular
device. Input signals can be processed so that they trigger real-time alarms in the form of
SMS messages or the sending of e-mails. This enables a rapid response to line-voltage or
data-connection failures.

Customer applications are likewise used to configure the connection of fuel sensors.
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3.3 The SICK online portal
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Within the gateway system, the SICK online portal acts as the central processing and
visualization platform for the sensor data supplied.

Components of the SICK online portal
The SICK cloud server receives and stores the sensor data transmitted by the
respective TDC-E.

Data are visualized in real time via a web-based user interface. The sensor data can be
accessed from any computer or mobile device by logging into the portal page.
All commonly used web browsers are supported.

SICK

Online portal

Fig. 15: Components of the SICK online portal

Multi-client capability and access rights

The multi-client capability of the cloud solution ensures that the SICK online portal is
capable of serving multiple clients on the same server, and that each client is only able to
see and edit its own data.

The SICK online portal is accessed in the browser by entering the URL of the cloud server
and logging in with a username and password.

At client level, the SICK online portal supports various user levels with corresponding
access rights to the sensor data and program functions.

: Online portal

User and 02)% — O
R S

i | access rights

¢ | Userand % — = |
i | accessrights ¢ i) —_ |
User and &;; — =
: Q9 el

access rights

Fig. 16: Multi-client capability and access rights in the SICK online portal

OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector) 21



3 SYSTEM DESCRIPTION

22

Visualization and monitoring

The way the data is presented graphically in the SICK online portal makes for effective
monitoring of vehicle activities, fuel levels, or suspicious movements or collision hazards
in the vicinity of vehicles and machines.

= Key performance indicators |

-~

Online portal

= Notifications |
20

Fig. 17: Visualization of sensor data and monitoring in the SICK online portal

The information is summarized in the form of KPIs to facilitate decisions, enable you to
control and monitor implemented measures, or allow internal and intracompany
comparisons.

There is a comprehensive reporting system to help you analyze and evaluate sensor data
collected over a longer period of time. You can also define your own reports.

In addition to the device-specific alarm management offered by the TDC-E, the SICK online
portal also has its own notification system. This generates messages in accordance with
freely definable rules and makes them available to specific users/user groups in the
portal’s notification panel.

The notifications that are automatically generated by the system can also be sent as an e-
mail or SMS message via the SICK online portal’s integrated e-mail server.

ORIGINAL OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector) 8023104/2018-07-05|SICK

Subiect to change without notice



SYSTEM DESCRIPTION 3

3.4 Status indicators on the TDC-E

The TDC-E100 and TDC-E200 devices each have three status LEDs to indicate the current
operational status.

8023104/2018-07-05|SICK
Subject to change without notice

Fig. 18: TDC-E100/TDC-E200 status indicators

The LEDs have the following meanings:

LED

Meaning

Green

Permanently OFF: The device is switched off.

Permanently ON: The device is switched on but has not been booted up.

= HEARTBEAT (intermittent flashing at a rate of 2x per second): The device has
been successfully booted up. The containers are not yet ready for operation.

= HEARTBEAT (intermittent flashing at a rate of 1x per second): The device is ready
for operation.

Yellow

Red

The yellow and red LEDs can be configured.
The modes available in the current version are ON, OFF, and HEARTBEAT
(= FLASHING).

Table 7: TDC-E100/TDC-E200 status indicators

OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector) 23
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4 Mounting

Note

4.1 Inserting a

Note

A\

24 ORIGINAL OPERATI

If possible, the TDC-E should be mounted close to the battery so it can be connected to
the voltage supply or close to the electrical installation so that the peripheral devices can
be connected.

» Mount the TDC-E so that it is protected from dirt and mechanical damage.

SIM card (countries outside of the EU)
If the TDC-E is operated in conjunction with the SICK cloud in an EU country, the factory-
installed SIM card can be used for data transmission.

If you are operating the device in a country outside of the EU, you will need to insert the
SIM card from your telecommunications provider.

Only use M2M SIM cards.

/A WARNING

Only insert the SIM card when the device is switched off.

» Make sure that the device is switched off.

» Unscrew the plastic cover on the bottom of the device and remove it.

» Slide the plastic cover of the SIM card holder to one side. There is an indicator arrow on
the holder.

» Remove the factory-installed SIM card for EU operation.

NG INSTRUCTIONS | TDC-E (Telematic Data Collector) 8023104,/2018-07-05|SICK
Subiect to change without notice



MOUNTING 4

» Insert the SIM card from your telecommunications provider into the card holder with
the contacts facing down.

» Slide the plastic SIM cover back into place and lock it.
» Reattach the housing cover to the bottom of the device and screw it tight.

» Set up the APN in the configuration interface (see 6.5.3 Mobile section GPRS data for
applications in countries outside of the EU).

4.2 Mounting the device
421 Mounting on a plate

Use the mounting holes on the bottom of the device to mount it.

Fig. 19: Mounting on a plate

» Securely attach the device using four M3 fillister head screws.

8023104/2018-07-05|SICK OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector) 25
Subject to change without notice



4 MOUNTING

4.2.2 Mounting on DIN mounting rails

To mount the TDC-E on a DIN mounting rail, use the mounting rail bracket with mounting
hardware that is available as an accessory.

Adjusting the mounting rail bracket to the housing dimensions

Fig. 20: Mounting on a mounting rail - Adjusting the mounting rail bracket

» Move the bar of the mounting rail bracket into the appropriate position and click it into
place.

» While clicking the bar out of one position and into another, gently bend the top section
of the base with your hands.

» At the same time, push the actuating bar forward. This will avoid damaging the lug in
the bar guide.

Attaching the mounting rail bracket to the mounting rail

nnnnnap

Fig. 21: Mounting on a mounting rail - Attaching the mounting rail bracket to the mounting rail

» Attach the mounting rail bracket to the mounting rail via the lugs, making sure it
audibly engages.
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MOUNTING 4

Mounting the TDC-E on the mounting rail bracket

» Place the TDC-E on the bar and use the mounting holes on the mounting rail bracket to
screw it on.
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Fig. 22:  Mounting on a mounting rail - Mounting the TDC-E on the mounting rail bracket
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5 ELECTRICAL INSTALLATION

5 Electrical installation

A DANGER
A Risk of injury and damage caused by electrical current
Electrical voltage can cause severe personal injury or death by electric shock.
» Electrical installation work may only be carried out by electrically qualified persons.

» Be sure to disconnect the power supply before attaching or detaching any electrical
connections.

» Only connect the system to a voltage source that meets the technical requirements.
» National and regional regulations must be complied with.

» Safety requirements relating to electrical systems must be complied with.

51 Connecting the TDC-E
511 Connection overview
Front

1 2 3

Fig. 23: Connections at the front

No. Meaning

1 14-pin connector

= Voltage supply

= Digital inputs and outputs

= Analog inputs

2 20-pin connector

= Additional digital inputs and outputs

= RS-485/422, RS-232, SSI, 1-Wire serial interfaces

= CAN

3 EthO for connecting Ethernet-enabled sensors and a configuration PC
Default IP address: 192.168.0.100

4 Eth1 for sending data via a LAN

Default IP address: 192.168.1.100
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Note
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Back

12 3 4
Fig. 24: Connections at the back

Meaning

MCX female connector for connecting the GPS antenna (TDC-E200 only)

SMA female connector for connecting the GSM antenna

SMA female connector for connecting a WLAN or WPAN antenna

Mlwnof(z
&

USB 2.0 port, e.g., for connecting external storage media

For details of the pin assignments, please refer to chapter 10.4 TDC-E pin assignments in
the appendix.

Connection notes

The gateway system is delivered with a 14-pin Microfit male connector as standard. Two
cables have been routed out of this male connector at the factory so that the device can
be connected to the voltage supply.

With this male connector variant, you can only connect Ethernet-enabled sensors to the
TDC-E.

Two other male connectors with preconfigured cables are available as optional
accessories.

In the case of the 14-pin Microfit male connector, the cable assembly has 14 color-coded
open-ended wires for connecting:

e Voltage supply (2 wires)
¢ Digital inputs and outputs

e Analog inputs

In the case of the 20-pin Microfit male connector, the cable assembly has 20 color-coded
open-ended wires for connecting:

e Additional digital inputs and outputs
e RS-485/422, RS-232, SSI, 1-Wire serial interfaces
e CAN

There is a pin assignment diagram for the connections on the bottom of the TDC-E device.
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5 ELECTRICAL INSTALLATION

512 Connecting to the voltage supply

The connection must ensure a permanent voltage supply. If the TDC-E is installed in a
vehicle, we recommend connecting it to the vehicle battery.

9Vv-36V

GND

Black

wYeYole)

Red

Fig. 25: Connecting the TDC-E to the voltage supply

» Plug the Microfit male connector at the end of the connecting cable into the 14-pin

female connector on the TDC-E.

» Use the red and black wires of the connecting cable to connect the TDC-E to the voltage

supply.

HL"ILPH 'JllJLUIL‘“ILCIH 2
DEEFEERIDE

PWR

Pin Wire color Connection
Red VIN (9 V-36 V voltage supply)
Black GND for voltage supply

Table 8: Connecting the TDC-E to the voltage supply
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ELECTRICAL INSTALLATION 5

5.1.3

Connecting digital sensors

Digital sensors are usually connected to the TDC-E via two digital inputs. For this, please
use the preassembled 14-pin Microfit male connector that is available as an accessory.

The sensors are supplied with voltage by a separate voltage source.

9V-36V

GND

L 2

I I

0000

DIO (IN)

oYl

50

Yellow/White/Blue/Pink/Gray/Violet

Fig. 26: Connecting digital sensors

Connecting to digital inputs

» Connect the TDC-E to the connecting cable of each sensor via two input wires of the 14-
pin Microfit male connector using an adapter.

;
L‘-ﬂLlB]IlEﬂll‘-JLwIL‘JILBI 6
i BEBEEB)E

Inputs

Pin Wire color Connection

13 Yellow DIO_A
White DIO_B

12 Blue DIO_C

5 Pink DIO_D

11 Gray DIO_E

4 Violet DIO_F

Table 9: Connecting digital sensors

Connecting to the voltage supply

» Connect sensors to a separate supply voltage
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514 Connecting sensors via the Ethernet interface

Sensors with an Ethernet interface are connected to the Ethernet port on the TDC-E.

The sensors are supplied with voltage by a separate voltage source.

T *r—

9V-36V

GND

0000

\\=

» Connect sensor to either of the Ethernet interfaces.

Table 10:Connecting sensors via Ethernet

» Connect sensors to a separate supply voltage
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ELECTRICAL INSTALLATION 5

5.2 Screwing on the GSM or WLAN/WPAN antenna

The GSM and WLAN/WPAN antennas are not premounted at the factory. They must be
screwed on before commissioning the devices.

" i

WLAN/WPAN

Fig. 27: Screwing on the GSM or WLAN/WPAN antenna

» Hold the device firmly with one hand.
» Attach the antenna to the relevant SMA antenna connection on the TDC-E.

» Screw the antenna onto the device antenna connection by turning it clockwise.

53 Connecting a GPS antenna

The GPS antenna is usually installed in the driver’s cab with a clear line of sight in the
upward direction or in the roof area of the vehicle.

Professionally route the connecting cable inside the vehicle in accordance with the
antenna mounting location. Connect the antenna to the TDC-E200 device using the Cinch
male connector.

Note The TDC-E100 device is not capable of providing any GPS information. Therefore, there is
no connection for a GPS antenna.

GPS

TDC-E200

Fig. 28: Connecting the GPS antenna

» Plug the Cinch male connector at the end of the connecting cable into the MCX female
connector on the TDC-E200.
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6 COMMISSIONING

6.1

6.2

34

Commissioning
Starting the TDC-E

» Establish the voltage supply for the TDC-E.

The operating system and Docker containers start up.

e The device is delivered with five preinstalled applications. When a cold start is
performed, a device that is still in this original state will be ready for operation after
approx. 120 s.

If additional containers have been created by the customer, the start-up time will
increase accordingly.

When a warm start is performed via TDC-E Device Manager (see also chapter 6.4.3
Performing a remote restart), all applications are shut down first. The operating system
and containers are then restarted.

A warm start takes approx. 180 s.

» Check the operational status of the TDC-E by looking at the status indicators.

Preparing for configuration

The TDC-E is configured via a computer that has a web browser installed and is connected
to the TDC-E via Ethernet. We recommend using Google Chrome.

The TDC-E Device Manager configuration software that is installed on the TDC-E is started
via the Ethernet connection. The configuration software has a browser-based interface
and offers a convenient way of setting up the system.

Browser-based interface

:;Dl
® |

Pre-installed software

Fig. 29: Connecting the TDC-E terminal device to the browser

On delivery, the two Ethernet interfaces on the TDC-E have the following IP addresses:

Component Default IP address Port (for calling TDC-E Device Manager)
EthO 192.168.0.100 9000
Eth1 192.168.1.100 9000
Notes » Make sure that the configuration PC is in the number range of the device components.
» If necessary, change the IP address of the configuration PC.
» Connect the computer to the TDC-E via the EthO Ethernet port.
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COMMISSIONING 6

6.3 Starting TDC-E Device Manager
6.3.1 Logging in
» Start the web browser on the connected computer.
» Start the configuration interface by entering the following URL:
http://192.168.0.100:9000
The login window opens.

SICK

Sensor Intelligence.

& developer

» For configuration and commissioning, log in at the developer user level.

User levels For more information on the user levels, see chapter 10.3 User levels and authorizations.

6.3.2 The configuration interface

The configuration interface in TDC-E Device Manager is divided into three areas.

5ICK Dashboard

| conamEn MasscrsmnT
ogistie

Cumant time UTC F00R-06:17 091830

Doaluinis Device Nama TOC-FFO0RU
imagas
| Product Nusmber caETA

| intonad Metworks Order Number E0ETEIE

Sorial Numiber TBO4OOT
50845 g
Ry IMEL BEIRAS02230¥794
(B Board Temperature 31T
Abeut | Versions Daity Operating Hours 140 houris)
Enging krformaticn

Daily Cperating Seconds 5045 seconals)
Dmuemtation

Cperating Hours 1645 houris]

e The top right-hand corner shows which user is logged in. This user can change their
password here and log out of TDC-E Device Manager.

e The area on the left contains the different TDC-E Device Manager functions in a tree
structure.

e The area on the right is for inputting data according to the function selected. Once the
program has started, this area becomes the dashboard.

Tip We recommend working through the settings from top to bottom.
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6.3.3

36

Dashboard
The dashboard visualizes the applications installed on the TDC-E along with the data
connections that are currently in use.
@& Container info
Total containers 5§ Containers running. 2 Containers stopped. 3
Portainer
e Ny motamaecorn/m.. [l e o s oo [ S rarrt v oy N i i v e, [ oot oo
Gwnarship. public Gwnarship. pubiic Ownership. pubil Ownership. putiic Gwnarship. public
=
@ D% SRT Q
ST | | SR R B[ | ST | | ST

The following applications are preinstalled on the TDC-E inside containers:

e Portainer: A graphical user interface for interacting with and managing the TDC-E. You
can also use TDC-E Device Manager to manage your own application containers.
TDC-E Device Manager remains activated at all times.

¢ Node-RED: A programming tool for interconnecting hardware devices, APIs, and online
services. It offers a browser-based editor that can be used to model data flows on a
graphical user interface. This allows you to custom-configure how sensor data are
transmitted to the connected servers.

Node-RED is deactivated by default.

e SRT: Contains SICK SOPAS runtime. This software can be used in conjunction with the
SICK SOPAS Engineering Tool called SOPAS ET to set up a basic configuration for the
TDC-E and analyze the device’s status.

SRT is deactivated by default.

e picoStratus: Middleware for subscribing to variables, events, functions, and methods
of SICK SOPAS devices and forwarding them to higher-level protocols such as HTTP
REST and MQTT.
picoStratus is deactivated by default.

o HWManager: An application service that provides a REST API for interacting with the
TDC-E.

HWManager remains activated at all times.

Note The temperature sensor installed inside the TDC-E supplies temperature values
continuously so that any impending risk of the TDC-E overheating can be detected in good
time.

The current device temperature is displayed in the Device Info area.
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COMMISSIONING 6

6.4 Device settings
6.4.1 Activating preinstalled applications

The TDC-E complies with stringent safety standards. For this reason, the device is
delivered with the SRT, Node-RED, and picoStratus applications deactivated. These have
to be activated manually.

» In the tree, click on DEVICE MANAGEMENT -> Applications.

Application management @ developer
Manage Docker applications. #my account @ log out

& Applications

SRT
plcoStratus

Enable

Node-RED

Modem
INTERFACES

1/0 Devices

RS-232.

» Click on Enable. The applications will be loaded.

6.4.2 User settings

The TDC-E comes with three default users that have the following user levels assigned to
them: client, service, and developer. For details of the rights associated with each
individual user role, please see chapter 10.3 Benutzerlevel und Berechtigungen.

In addition, you can create new users and assign any of the three available user levels to
them.

NOTE

0 We recommend changing the passwords for the three default user levels.

Changing the passwords for the default user levels
» In the tree, click on DEVICE MANAGEMENT - Users.

Users & & developer
Unas mansgemar Aegatones = s e
+ Add a new user
Userrame ®
= ¢ 0
Password &
Confirm password. & x

@userrole * Clent  Serace  Developer m

& Ugers e por page: (10

m Following users are using default credentials {consider changing dafaults): client. serdce. developer

Mama Role v Authentication Sattings

chent & Ciient Internal # Cant user

g & Devirioper tnternal Change password in ‘my account’
senace & Serice internal # Eoit user

» In the Users area, click on Edit user in the Settings column and change the password.
Enter and confirm the new password.
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Creating new users » In the Add a new user area, enter the username, and assign and confirm the
password.
Note » Usernames must conform to the industry standard and so cannot contain

delimiters/separators, etc.
» Under User role, assign one of the user roles: Client, Service, or Developer.
» Click on Create new user.
The new user is added to the table at the bottom.

Deleting users You can only delete users that have been created since delivery.
» To do this, select the relevant user line by checking the box.

» Then click on Remove.

6.4.3 Performing a remote restart
The TDC-E device can be rebooted remotely.
» In the tree, click on DEVICE MANAGEMENT - Users.

Power Management @ developer

Device power settings #myaccount @ log out

DEVICE MANACEMENT = @ Power management

Users

Press to reboot your device. Reboot can take up to Reboot device

Security 2 minutes.
Data

CONNECTIVITY &
LAN .

» Click on Reboot device.

A warm start takes approx. 180 s.

6.4.4 Resetting the device to its factory settings

The factory settings for the TDC-E are stored inside the device and can be restored at any
time. This means that you can discard all the changes that have been made to the

settings since delivery.
» In the tree, click on DEVICE MANAGEMENT - Data.

SICK & Data Management @ developer

Data management info £my

HOME
Dashboard

DEVICE MANACEMENT
Applications @& Applications
Users

Security Factory defaults Restore to factory defaults
Delete user data Delete user data

» Click on Restore to factory defaults to restore the factory settings.
This resets/deletes all the settings and parameter settings that have been made via
TDC-E Device Manager, Node-RED, or picoStratus. It also deletes all the containers that
have been created by the customer, along with all the applications and data inside
them.

» Delete user data deletes all the data contained within customer applications. However,
the applications themselves are retained.
The Delete user data function does not include the settings and parameter settings
that have been made via TDC-E Device Manager, Node-RED, or picoStratus.
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6.5 Connection settings
6.5.1 LAN

Configure the IP addresses of the two Ethernet interfaces.
» In the tree, click on CONNECTIVITY = LAN.

Local Area Network @ developer
Configurstion #mysccount @ log out
HOME
Dashboard
DEVICE MANAGEMENT & Local Area Network settings

Applications

Users

@ Etho Adapter Info

Network Adapter EthO
DHCP used Talse
IPv4 address 192.166.0.100
IPv4 Netmask [255.255.255.0 Use DHCP [ ||
1/0 Devices
RS-232 Gateway 192168.01
RS-485
USB Storage
MAC 18:dc7a:15.17.de

SENSORS
CPS

Nae s —
CONTAINER MANACEMENT
s rimeserves [ ——

Containers

Linss e Save settings
Volumes

Internal Networks
DIACNOSTICS

Logs

Events

@ Ethl Adapter Info

Storage Flash

Network Adapter Ethl
Ping

HELP DHCP used false
About / Versions . . F— -

» In the EthO/Eth1 Adapter Info areas, specify the static IP address and subnet mask.

» Add the gateway’s IP address if you wish to establish a connection outside of the target
network.

» Confirm your entries with Save settings.

6.5.2 WLAN

TDC-E has an interface for connecting to wireless networks.
» In the tree, click on CONNECTIVITY > WLAN.
» Use the button in the WLAN Info area to activate the connection.

WLAN @ developer
Conuat wisess sappine A ustcant, ® Gasat
| HowE
Dhashb=owr d
DEVICE MAMAGEMENT @ WLAN acapter info
Aamplralan
Usors Network Adapter Wiang
Socusity
DHCP used e
Powiar
s P4 adaress
1Peé Netmask
p— Cateway
INTERFACES
1/0 Devicos IP6 Adrress
Rs-212
MAC 002563102263
RS-4B5
CAN
e & WLAN info
RemEcas
AT Power
CONTASNER MARAGEMERT

Fagistrias

Cantniners Network name (58109

i Password
s,

Intarnal Natwarks
DIACHOS TICE
Logs & Availabie (ditected) networks

Cvorts

Stomage Flash TechWitT_intem = &

Ping

About [ Versions
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6.5.3

40

» Click on one of the networks listed under Available (detected) networks. The network
will be transferred into the Network name (SSID) field.

» Enter the password.
» Press Connect. The WLAN adapter information fields will be completed automatically.

Note If the connection is interrupted during operation, the TDC-E will attempt to re-establish the
connection automatically. When the device is restarted, the WLAN will be connected
automatically using the last SSID if there is no Ethernet connection available.

Mobile
Specify how the SIM card should connect to the SICK or customer server.
» In the tree, click on CONNECTIVITY = Mobile.
» Click on Connect to activate the connection.
SICK & I\"_Iudem svt.tings ;@Eal\_'slo.p.af
e ==
Toggle modem ©
Modem Data Connection Status Disconnected
Assigned P Address
Provwider Mame
Mobile Conmection Duration 0 seconds
Modem Actiaty 6020 seconds
IMEI BEABL5022303794
IMSI 2O50STHOTRIAGR
LM Heglstration Status RegistrationDenled
GPRS Registration Status RegistratonDenied
GSM Signal Level %
B Modem APN settings
APN Name
Username
Password
Access data for applications in EU countries
If you are using the TDC-E in an EU country, the access data for the SICK server will have
been stored automatically. You do not need to enter any data in the Modem APN settings
area. The username and password for the access point are not displayed.
Do not change the content of the fields.
Note Refresh content restores the access data for the SICK cloud.
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GPRS data for applications in countries outside of the EU

If you are using the TDC-E in a country outside of the EU, you must configure the SIM card
from your country-specific telecommunications provider once you have inserted it. You
must complete the fields in the Modem APN settings area accordingly.

The telecommunications provider in the relevant country will have to be provided with
certain information in advance. Among other things, the telecommunications provider will
need to know the IP address of the SICK server.

Once the telecommunications provider has this information, they will be able to supply the
APN (Access Point Name) together with the username and password.

= |P address

' SICK Cloud —l

((Tl)
Telecommunications

g Customer providers

% = APN
= User name
= Password

@& Modem APN settings
APN Name

Username

APN userame

Password APN password

Fig. 30: Requesting mobile connection data for applications in countries outside of the EU

» Once your telecommunications provider has sent the information back to you, enter it
in the fields in the Modem APN settings area.

& Modem APN settings
APN Name
Username

APN username

Password APN password

Save APN data

» Confirm the access data by clicking on Save APN data.
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6.6 Interfaces
6.6.1 Interfaces for digital/analog sensors

Getting started » In the tree, click on INTERFACES - 1/0 Devices.

1/0 davices
et o ot vbwiial et wateread Swicon
ol Digetal 1/0 pin management
1o Direction: [ i State: 0
oIo_8 State: 0
oI _C State: 0
0io_0 State: 0
DIO_E State: ©
DIo_F Dirmcticn: [ v State: D
of Analog Input pin Managamant
ADN_A Enabled: [ glse 0.03 mA
AIN_B Enabled:
CONTAINE R MAMAGEMENT
Hogiatrics AN_C
AN_D Hode
Alhi_E Hode
Al Hade
INT_Sv me_ wode vahot: 0V
] Enabled: [T tode alioe: 0V

LA Burwetion: (oo ¥ State: (8 ¥

“
a

LR Directson: [od ¥

& develaper

oy scmed, kg

Digital inputs/outputs

» In the Digital 1/0 pin management area, click inside the Direction field and configure

the interfaces for use as digital inputs or outputs.

Analog inputs

» In the Analog input pin management area, click inside the Enabled field for an input

and activate it by setting it to true.

» Use the Mode field to specify the signal type. The analog signal can be supplied as a
voltage (VOLTAGE entry) or as an electrical current (CURRENT entry).

& Analog input pin management

AIN_A Enabled: Mode: [VOLTAGE ¥ \Value: 0.017 V

AIN_B Enabled: Mode: [VOLTAGE __ ¥| Value: 0.017 V

AIN_C Enabled: Mode: [VOLTAGE ]| Value: 0.017 v
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Note The currently applied voltage or currently supplied electrical current is displayed under

Value.
Analog signals can assume any values within a given range. Conditions can be defined for
these values in the Node-RED or customer-specific applications for transmitting the signal
to the cloud and/or for triggering real-time alarms.
For example, you can specify that the signal value should only trigger an action if it falls
within a defined range.
Additional digital inputs/outputs
Additional digital inputs and outputs can be configured via the Additional DIO area.
LED management
In the LED management area, you can activate yellow and red LEDs on the TDC-E. The
modes available for both LEDs are off, on, and heartbeat (intermittent flashing).
The conditions for the selected LED behavior are defined using Node-RED or a customer-
specific application.

& LED management

LedYellow Pattern:fon ¥

LedRed Pattern: el

6.6.2 Serial interfaces

8023104/2018-07-05|SICK
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» Inthe tree, click on INTERFACES - RS-232 or RS-485.
» Activate the serial interface in the tree by clicking on Enable.
» Set the baud rate.

RS-485 interface @ developer
RS-485 interface info #my account @ log out
HOME
Dashboard
DEVICE MANAGEMENT @ RS-485info
Applications
Users Status m
Security
T Baud rate 19200 ¥
Data
CONNECTIVITY Is opened false
LA B d. Ob
- jytes recelve, ytes
Modem Bytes sent 0 bytes
INTERFACES
1/0 Devices
RS-232
CAN
USB Storage - -
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6.6.3 CAN interface

The two CAN interfaces on the TDC-E can also be used to connect fleet management
systems. Fleet management systems are interfaces that can be used to retrieve vehicle
data from the vehicle CAN bus.

The kinds of tasks handled by a fleet management system include: detecting the positions
of vehicles, measuring vehicle downtime, tracking routes, and monitoring fuel data, as
well as collecting and processing the diagnostic data that is continuously recorded
throughout a journey. The system also handles customer-specific road-toll statements and
analyzes journeys from a business perspective.

» In the tree, click on INTERFACES - RS-232 or RS-485.

» Activate the CAN interface to which the vehicle data are to be transmitted. To do this,
click on Enable.

» Set the baud rate.
» Connect to the CAN network.

CAN interface @ developer
CAN interface info Fmy account @ log out
HOME
Dashboard
DEVICE MANAGEMENT @& CAN Ainfo
Applications
Users Status
Security
Baud rate 125000 ¥
CAN fmessagas Connect to websocket
aden @ CAN Binfo
INTERFACES
1/0 Devices Status
RS-232
RS-485
Baud rate 125000 v
USB Storage CAN messages Connect to websocket
SENSORS
cPs
CONTAINER MANAGEMENT
Registries
Containers -

For information on how to integrate your fleet management system, please contact your
SICK sales partner.

6.6.4 USB interface

The USB interface can be used to connect an external storage medium, for example.
» In the tree, click on INTERFACES -> USB.

» The screen shows whether a storage medium is connected to the USB interface.

USB Storage @ developer
Storage cantroller £mysccount ® log out
HOME
Dashboard
DEVICE MANAGEMENT @ USB info
[CONNECTIVITY
INTEREAGES] Is connected false

1/O Devices
RS-232
RS-485
CAN
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6.7 Internal sensors

Note The factory-installed TDC-E sensors (thermometer, accelerometer, and magnetometer) are
intended for diagnostic purposes.

6.7.1 Acceleration sensor
The acceleration sensor (accelerometer) continuously detects coordinates and quantities
for the X-, Y-, and Z-axes (values in g=9.81 m/s”"2). The sensor has to be activated.

The sensor data can be retrieved and analyzed using Node-RED or a customer
application.

» In the tree, click on SENSORS - Accelerometer.
» Activate the sensor.

Accelerometer sensor @ developer
Fmyac

Data from accelerometer sensor unt @ logcut

@ Accelerometer data

Users

security X axis 9
¥ axis ]
Zaxis ¢

Magnitude 6.0000g

Internal Networks

6.7.2 Position sensor
The position sensor (magnetometer) continuously detects coordinates and quantities for
the X-, Y-, and Z-axes (values in milligauss [mG]). The sensor has to be activated.

The sensor data can be retrieved and analyzed using Node-RED or a customer
application.

» Inthe tree, click on SENSORS > Magnetometer.
» Activate the sensor.

Magnetom

Dats from magneto

@ Magnetometer data
Preduction

Applications Status m

Users

Sacurity X axis mca
¥ axis mca
Z axis mGa

Magnitude 0.0000 mGa

S Storage
SENSORS

Accelerometer

Registries
Containars
Images

Volumes

Internal Networks
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6.7.3

6.7.4

46

GPS

Note

WPAN

TDC-E200 type devices have a GPS sensor installed. The sensor has to be activated.
» In the tree, click on SENSORS - GPS.

» Activate the GPS sensor by clicking on Enable.

HOME

Dashboard
DEVICE MANACEMENT
CONNECTIVITY
INTERFACES

1/0 Devices

RS-232

RS-485

CAN

USB Storage
SENSORS

CPS

CONTAINER MANACEMENT
Registries

Containers
Images
Volumes
Internal Networks
DIAGNOSTICS
Logs
[="-1

Storage Flash
Ping -

GPS

Cet device location

& GPS info

GPS status.

Time

Latitude
Longitude
Altitude

Speed

Satellite number
GPS fix avallable
Fix

Fix type

HDOP

@ developer
Fmy zccount @ lag out

Please refer to the HDOP parameter in the GPS info area for a measure of the geometric
quality of a GPS satellite configuration in the sky. HDOP is a factor in determining the
relative accuracy of a horizontal position. The smaller the DOP number, the better the

geometry.

TDC-E200 type devices have a WPAN sender installed.

This supports WPAN standard IEEE 802.15.3.
Configuration via TDC-E Device Manager is not yet possible but will be introduced in a

later software release.
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6.8 Implementing customer applications

Thanks to the container technology, the gateway system can be rapidly extended by
adding customer-specific applications. This involves loading the application into a
container as a compiled image file and executing it immediately.

6.8.1 Uploading an image file
The first step is to upload the image from which the Docker container is to be derived in
TDC-E Device Manager. The image file is usually in tar format.

» In the tree, click on CONTAINER MANAGEMENT - Images. This displays the list of
image files that are already being used in TDC-E Manager.

Image list &
riges

& Uplead image from computer

Sadect image file

Choose File
Imiage fia net leadad
[re——
& full image
Nama 3. Froyh Reghitry DiockerHub
Pote: Iyt Gon't ABOsy the ¢ Y e LT 1
Images Itams par page. [0+
==
"] Tags & size Croated
shai5:dbadtddcdt. . registry.mobilisis com,/ma/tdce/sul03 7o 6 MR 2008-05-09 125647
Cngina Infermnation
shaZsh: F43a5. . ir Y " 2 - 5
Do = 55 250 X5F 435, reglatnymoblishcomy/mé/tdos/ prtretun. 0.2 Serime 2018-05-11 124408
il AhaFhhUITIATEN . regintry mobich.com i, tdoe,/ portainent. 0.3 356 MB PONR-05-11 15.22:33 1
i

» In the Upload image from computer area, click on Choose File.

» In the next window, select the tar file and confirm your choice by clicking on Open.
The selected file will be displayed in TDC-E Device Manager.

&~ C |® Nicht sicher | 192.168.1.21:3000/#/images/ o Q ﬁ'| H

SICK i Image list & @ developer :

+  Images #my sccount @ Jog out

HOME
Dashboard

DEWICE MANAGEMENT & Upload image from computer
Applications

Users )
[— Select image file:

-

File: temssensoranalytics.tar

LAk Upload image file
WLAN

Modem

Data

INTERFACES
1/0 Devices

RS-252 & Pull image
RS-485 -

» Click on Upload Image file. The file will be uploaded and saved in the Docker engine of
the TDC-E.

8023104/2018-07-05|SICK OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector) 47
Subject to change without notice



6 COMMISSIONING

A message with a green background will appear in TDC-E Device Manager if the upload
process was successful.

» Note down the name of the image (see arrow) or select it and copy it to the clipboard.

<« C | ® Nicht sicher | 192.168.1.21:9000/#/images/ o Q | i
g

SICK o & Upload image from computer -
HOME Select image file:

=
DEVICE MANAGEMENT

Applications File: temssensoranalytics.tar

Users

Power

Data

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

00000000 - -0

[9196M 0 0 918 9M 0 24 3M 00008 ------ 00008 24 3M

28 196M 0 O 28 55 2M 0 31.0M 00006 00001 00005 31.0M

45 196M 0 0 45 89.5M D 32.2M 00006 00002 00004 32.1IM

64 196M 0 O 64 126M 0 33.5M 00005 00003 00002 33.4M

CONNECTIVITY
LAN
WLAN
Modem
INTERFACES
1/0 Devices
RS-232
RS-485
CAN
USE Storage
SENSORS
cPs

[81196M 0 0 81159M 0O 33 3M 00005 00004 00001 33 3M
97 196M 0 0 97 192M 0 33.2M 00005 00005 --

100 196M 0 0 100 196M 0O 28.4M 00006 00006

100 196M 0 0 100 196M 0 24.8M 00007 00007

100 196M 0 0100 196M O 22 OM 00008 00008 -

100 196M 0 57 100 196M & 20.7M 00009 00009 -—-
streamLoaded image temssensoranalyticslatest

CONTAINER MANAGEMENT

6.8.2 Deriving a container from the image file

The second step is to derive a container from the uploaded image.
» In the tree, click on CONTAINER MANAGEMENT - Containers.

< > C \G) Micht sicher | 192.168.1.21:9000/#/containers/ o Q¥

SICK Container list & @ developer .

. Containers #my account & log out

HOME
Dashboard

DEVICE MANAGEMENT = Containers Items per page:[10 v |
Applications
Users
Security

pStart EStop @ Kill CRestart WlPause P Resume @ Remove | + Add container

@ Show all containers

Filter...

Name Stack Image IPAddress  Published Ports Ownership
Modem
INTERFAGES SRT - reglstry. mobllisis.com/m#/tdce/srt:1.0.2 - - @ public
1/0 Devices
e picostratus - registry.mobllisis.com/mé4/tdce/pstratus:1.0.2 - 5 @ public
Rs-485 Portainer - registry.mobllisis.com/mé4/tdce/portainer:1.0.2 200.200.200.3 (£ 2000:2000 @ public
CAN
USB Storage NodeRed - registry. mobilisis.com/mé/tdce/nodered:1.0.2 200.200.200.2 (£45021:45021 [ @ public
45004:45004 (4
SENSORS, 45006:45006 (2
£ 4501345013 [
CONTAINER MANAGEMENT 45022:45022 (£
Registries 45026:45026 (£
45028:45028 (1
45003:45003 (1
45005:45005 ('

Volumes 45017:65017 [ -
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» Click on Add container in the action bar at the top of the screen. This opens a new
window for creating the container.

Create container @ developer
Containers > Add container Fmyaccount @ logout
Name e.g. myContainer

Image configuration

Name e.g. mylmage:myTag Registry DockerHub v

Always pull the image @ [T |

Modem Ports configuration

INTERFACES

1/0 Devices Publish all exposed ports @ | ||
RS-232
RS-485 LUt B © map additional port
CAN
USE Storage Access control
SENSORS
i Enable access control @ [ |
CONTAINER MANACEMENT
Registries

(1)

@ Private

| want to this resource to be manageable by myself only

Containers
Images

Volumes

Internal Networks

DIACNOSTICS. Actions
Logs
e Deploy the container

» Select a name for the container in the Name field, e.g., SensorAnalytics.

» In the Image configuration area, enter the exact name of the uploaded image and
append the suffix :latest to this name, e.g., temssensoranalytics:latest.

» In the Actions area, click on Deploy the container.

You will receive a message if the container has been created successfully. The container
will appear in the list of containers. It will be started automatically.

SICK & Container list 2 @ developer .

. Containers #my sccount & log out

HOME
Dashboard
DEVICE MANAGEMENT = Containers Items per page: [0 v
Applications
Users |
Sacurity

Mstop @Kl CRestart MlPause B Resume @ Remove

# Show all containers

Filter
Published
Modem State Name Stack Image IP Address Ports Ownership
INTERFACES
1/0 Devices 23 sw = registry mobliisis com/mé,/tdce/srt10.2 = = @ public
RS-232 PN picoStratus - registry.mobilisis.com/mé,/tdce/pstratus:1.0.2 - - @ public
RS-485
CAN (=] m SensorAnalytics - temssensoranalytics:latest 17217.02 B @ private
USB Storage
(LUEN  Portainer - registry mobilisis com/mé/tdce/portainer1.0.2 2002002003 @ public
SENSORS
9000:9000
cPs.
(CONTAINER MANAGEMENT m NodeRed - registry.mobilisis.com/mé4/tdce/nodered:1.0.2 200.200.2002 & @ public
Registries 45001:45001
45007:45007
e
Molumes 45016:45016
Intarnal Networks e -
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Dashboard The container is displayed in the dashboard together with the uploaded application.

SICK Dashboard

GCeneral system info

@ developer

£mysccount @ log out

DEVICE MANAGEMENT = @ Container info
Applications
Users i Total containers: 6§ Containers running. 6 | Containers stopped: 0
Sacurity
e
Data
e container IP. 17217.0.2 Container 1P. 200.200.200.3 Contalner IR, 200.200.200.2 Containar 1. 200.200.2005
Image. temssensoranalytics.latest | | Image- registry. mobilisis.com/m. Image. registry. mobillisis. com/m_ | [ Image- ragistry mobilisis com/m
LAN ownership: private ‘awnership: public ownership: public ownership: public
WLAN
Modem L
INTERFACES
1/0 Devices {(:)} D%
RS-252 SRT
RS-485
caN [ _____runing ____BEQ AN nuening  JERN running __ JERN  ruming __JiE]
USB Storaga
— [ pcostaus |
GPS Container IP: 200.200.200.4 ‘Container IP: not avallable
\CONTAINER MANACEMENT m}s;;;g\s;idbw:b\l\s\iCOIT’\/m. g‘:gi;hﬁg‘fgﬁ;:?:bms{s com/m.
Registries
Containers
Images
Volumes
Internal Networks PICOSTRATUS
DIAGNOSTICS
= Lrurring  NER AN nmins Qe
Evants

6.9 Fault diagnosis
6.9.1 Logs

All actions executed by the TDC-E are logged. The logs consist of audit logs (which are

stored permanently) and general logs (which only remain in the memory bank until the
next restart operation is performed).

In the event of errors, First Level Support can use the log as the basis for troubleshooting.
» In the tree, click on DIAGNOSTICS - Logs.
» Select the log type via the Log type field.

» Narrow the log down to the relevant TDC-E component via Source.

Logs & developer
[ g

rhped

B View bog
Log type [Fulllog
Source (AT v
coctve f i i
Tirne Source Mussage
IOW-05-1 16,0151 506+00.00  HWManager {ERR] DataConnCtr -> Fatled connacting, tamecdt waiting for conpection
FOI-05-18 15,0046 497-00.00  HWManager [INF] BataConnCln - Connedting [attempt 117}

A0W-0L-18 16,0045 49620000 HWManager ERA] DataConnCL -» Fallid Connecting, Bmecut wailing for Conmmection

2008-05-18 0015 205-0000  connmand Network S50 not sel
Z06-05-18 WN-00-00.460+00.00  HWManager [INF] DataConnCirl -> Connecting (attempt 116)

IMB-05-18 B SIEI 4650000 HWManager {ERR] DataConnCtr - Failed connecting, temecut waiting for conrection

2018-05-18 15 59 1 45700 00 HWMAanager [INF] DataConnCir - Connécting [attempt 115}
20180518 B.49,15 461-00.00 HWManager ERA] DataConriC -> Falked connecting, Damecut walling for connection
2018-05-18 1550, 28 443+00.00 HWManager {INF] DataConnCirl - Connecting [attempt 114)
TN6-05-10 15-50.27 £3400.00 HWManager [ERA| DataConrCtr - Falled connacting. temacut waiting for conmection b
Note Audit logs contain information about logins to TDC-E Device Manager and about

configuration changes.

» To export a log, click on Export log as zip.

» To delete a log, click on Remove audit log.

Note You can only perform the delete operation if you are logged in with the Developer user
role.
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6.9.2 Events

Events are used to log actions involving Docker containers.
» In the tree, click on DIAGNOSTICS - Events.

Event list @ developer
e

et .

r =

D Evimts Ttisms pi page. (10«

Date & Category  Details
2018-05-18 16-16:35 container  Container NodeRed slarbed

F018-05-18 16.16.33. veluma mountad

20180518 161613 network  Contaner connected to tocenw network
20180519 1034:38  contaaner  Contalner pRoStratus stopoed
018051805688 network  Container deconmectid from tdcenms networnk
L0M8-05-18 10:56:50  contaner  Contamner picoSiratus exited with status coode 157
2018-05-1810.34.38 contaner  Contamer picoStratus Kilked

IS-05IA 105434 contmner  Contamer NodeRed stopped

2005-051810.34 35 volume

IE0EIR 105635 network  Container dEconnected from tacens netwar

B:

6.9.3 Displaying the available storage space

TDC-E Device Manager tells you how much internal storage space is available.
» In the tree, click on DIAGNOSTICS - Storage Flash.

Flash Storage @ developer
Storage controlier #my sccount @ log out

@ Flash storage info

Name User storage
CONTAINER MANAGEMENT Size 13123 GB
Registries
Containers Used 335368
\mages Avallable 9.085 GB
Volumes
Internal Networks Percentage used 27%

DIACNOSTICS
Logs
Events

Storage Flash

6.9.4 Checking the network connection

TDC-E Device Manager has a ping function for testing the network connectivity of TDC-E
devices. You can use it to check the availability of all the devices that are connected to
the TDC-E via Ethernet.

» In the tree, click on DIAGNOSTICS - Ping.
» Enter the IP address of the device that is connected to the TDC-E.
» Click on Ping.

Ping @ developer

Bing netwark devices #my.sccount & Jog out

HOME
Dashboard

DEVICE MANACEMENT
CONNECTIVITY
INTERFACES
SENSORS
CONTAINER MANAGEMENT
DIAGNOSTICS

Logs

Events

@ Ping

IP address {0000 m

Result

naaabmn

Storage Flash

HELP
About / Versions

Engine Information
Documentation
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7 CONFIGURING THE DATA CONNECTIONS

7 Configuring the data connections
71 Using the HWManager API

The HWManager application service is preinstalled in TDC-E Device Manager and provides
a REST API for interacting with the TDC-E. The URL requests in JSON format can be copied
to the clipboard and utilized in user-defined containers. The requests are automatically
converted into the language of Node-RED as well. They can be imported into Node-RED for
the purpose of modeling data flows.

Example In the example below, we are going to generate a JSON structure that retrieves the current
status of the I/0 interfaces.

Calling up the documentation for the HWManager API
» On the dashboard, click on the HWManager container.

» In the tree, select HELP - Documentation. Then click on Hardware Manager API
- Open.

The list contains all the interfaces that you can address in the TDC-E. You can use these
interfaces to retrieve TDC-E device data as well as data from the internal and external

Sensors.
[ C | (@ 192.163.1.215 v sifinchex hin Qoo
i+ Hardware Manager APl Authorize  Refrash
HWManager API
Gpl
Note Before the HWManager API can be used, authentication and authorization usually have to

be completed using the same user data as in TDC-E Device Manager. However,
authentication and authorization are not required for the majority of GET requests.
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CONFIGURING THE DATA CONNECTIONS

7

Selecting a GET request
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» To gain access to the GPIO interfaces in the list, click on Gpio.

ShowHide ListOperations Expand Operations

© Gpio

fapiivilgpio
Provides complete state of all /0 interfaces

lapiivi/gpio

lapiiviigpioi{level}

Provides complete state of one of the I/Q interfaces

Iapiiviigpioi{level}i{level2;
AUARIETEY ) Provides value of specific property of a specific O interface

o Gl

]
]

o Info

» Open the desired GET request. To do this, click on Get or the explanatory text.

Gplo

m fapiviigpio =

Response Class (Status 200)

OK response

Exampho Vakio

Flesponse Conlent Type  apghcationfsmn v

Response Messages

Femson

There was an eror serving the request
Try again later

Try it cutl

» In the Response Messages area, click on Try it out. The response to the GET
request is output in JSON format.

Response Messages
HTTP Stalus Code  Reason Response Model Headers

500 string
There was an eror serving the request.

Try again later

Try it out!
Curl

curl -X GET --header "Accept: application/json' 'http://192.168.1.21:8800/api/vl/gpio’

Request URL

http://192.168.1.21: 8028 /api/vl/gpio

Request URL from Container

http://hmanager : 8020, api/vl/gpio

Node-Red code

[{"id":"6aSd2ce. 2a89d", "type": "inject", "z":"dbbESe3a. F1FIF", "name” : ", *topic": ", "payload”:"", "payloadType" : "date”, "re

] b

Copy Node-RED code to clibord

OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector)
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Using the URL request for customer applications

In customer-specific applications, you should use the URL requested from the container
for the generated HTTP REST API request.

» Copy the URL from Request URL from Container to the clipboard.

Request URL from Container

http://hwmanager: 8000/api/vl/gpio

Note For security reasons (firewall), HWManager does not use the external IP address. Instead,
it relies exclusively on the local one, which is http://hwmanager:8080/api/v1/gpio in this
example.

Using a request in Node-RED
Use the Node-RED code derived from the HTTP REST request for data retrieval in Node-
RED.
» Click on the Copy Node-RED code to clipboard button.
The Node-RED code will be copied to the clipboard. From here, it can be imported into a
Node-RED flow (see below).
Node-Red code
[{"id":"6a5d2@ce.2a89d" , "type™: "inject”,"z" :"dbb65e3a.f1f1f", "name” : ", "topic™:"", "payload": "","payloadType"” : "date", "re
| Copy Node-RED code to clibord |
ORIGINAL OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector) 8023104/2018-07-05|SICK
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CONFIGURING THE DATA CONNECTIONS 7

7.2
721

Configuring data transmission with Node-RED
Starting Node-RED

» On the dashboard, click on the Node-RED container.

» For security reasons, Node-RED requires the user to log in again. Authentication and
authorization are carried out using the same user data as in TDC-E Device Manager.

Username:

developer

o<
Node-RED

Note Node-RED has its own user management system, which is not synchronized with the one
in TDC-E Device Manager/HWManager. The default users from TDC-E Device Manager
(client, service, developer) have already been set up for you in Node-RED. Any additional
Node-RED users must be created manually using the Node-RED user management
system.

» Confirm your login data with Login. Node-RED starts in a new browser tab. The most
recently configured flow is displayed.

The left-hand area of the window contains a list of process nodes. You can drag and drop
these to the central area, where they can be used to model data flows. The area on the
right provides detailed information about the individual process nodes.

The flows are shown in the central area in the form of tabs.

AOS Flexisaft - DI LMS5ux Educaion Flow 1 + info

input Flow

1
— - Parse JSON and create MOTT Payk
calkch ||
J
stahs e
Got fnputs -,’-/— Parge JSON and create MOTT Payk el ]

|\“-—- Parse JSON and create MOTT Payk

— Parse J50H and create MOTT Payk

L]

Gk Got dovice info

e B0 Bener & i < i__ — Parse device infly
e

S T \» Pt

N~ Parse devce ndo
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Opening the menu

=|

~ input

inject

caich

status
link
mat
hite

websockst

fep

udp

722

1 sec timer &

Get Inputs

<

[

Parse JSON and create MQTT Payl

Parse JSON and create MQTT Payk

Parse JSON and create MQTT Payk

Parse JSON and create MQTT Payk

Generating a flow from the HTTP requested in the HWManager API

info
Flow

Name

» Click on the contents icon in the menu bar at the top of the screen. This opens the
menu containing the Node-RED functions.

Import

Search flows

uration nodes.
Flo
Subflows

Manage paletie

Settings

The following example shows how to generate a Node-RED data flow using a JSON
structure from the HWManager API.

+
input

=

comeh

mat

output
datug i j

Note

56

» Click on the plus icon in the tab bar. A new flow is created.

Information

To change the name of a flow, double-click on the relevant tab.
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» Click on the contents icon and select Import = Clipboard from the menu.

a 4 |Flexisoft - D L MS5x Educaion Flo b |+ info debug
~ input Flow
1 Name
inject =
D eg"
caich Status
status
Import nodes
link i
matt
http
websocket -
tep P Import to
udp
~ output p—
Cancel
~ = S .
T

» Paste the code into the Import nodes window from the clipboard.
Import nodes

5d20ce 2a89d","type™"inject”,"z"-"dbbB5e3a f1f1f", "name™

" Mtopic™:"™."payload™"™,"payloadType™"date”, repeat™™ "crontab™’
""once” false,"x":200,"y":200,"wires"[["ffd5dfc2.915¢™]},
{'id""4cTfc17c.004a3", "type" "debug","z" . "dbb65e3a f1f1f","name":

™ "active”true,"console™ "false” “complete”: "false”,"x":580,"y": 200"

[{id™"

Importto | curre

» Click on Import. The code will be imported into the flow and will appear on the
graphical user interface within an appropriate Node-RED data flow.

a 41550 Educaion Flow 1 Flow 2 P+ info debug
~ input Flow
Name Flow 2
t
e D "4557f87d . 7b81e8"
catch Status Enabled
status Information
link
°
timestamp hittp request p— msg.payload E
magtt
hitp
websocket
tep
udp
~ output
CTT = 5
R —I[o][+
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7.2.3 Activating and deploying a flow

The flow is edited by double-clicking on the individual nodes and then deployed.

Activating

data retrieval the I/0 interfaces.

» Use the Repeat box to define the retrieval interval.

=<Z, Node-RED

Edit inject node

~ input

nject ~ node properties

See info box for details
~ output

debug

> port labels

= | seconds

& Payload ~ timestamp

stat

= Topic

C Repeat interval
matt

AbrufDIO:timesti
every 1
— Inject once at start?

e @ Name

v

v

Note: "interval between times” and "at a specific time” will use cron

info debug
noue o
m Type inject
D “a0656fbb. F1357"
show more ~
Information

» In the example, double-click on the timestamp node and activate data retrieval from

™ Deploy ~ &

Injects a message into a flow either manually

or at regular intervals. The message payload

can be a variety of types, including strings

JavaSeript objects or the current time

~ Qutputs

payload verious
The configured payload of the message.
topic string
An optional property that can be
configured in the node.

» In the Name field, adjust the name of the node according to how you want it to be

displayed in the Node-RED data flow.
» Confirm your entries by clicking on Done.

Deployment
:
=<, Node-RED

2 AOS Flexisoft - D -

~ input

status
link:
matt

hitp timestamp U

http request
websocket

tcp

udp

192.168.1.21:1880/#

msg payload

» Click on Deploy in the toolbar and select Modified Flows.

Modified Node:

ORIGINAL OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector)
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Displaying received » In the info area on the right, switch to the debug tab.
messages

» Where applicable, use the selected nodes field to narrow the messages down to a
specific flow.

Q info debug
~ input

inject
catch
status
link
matt
hito timestamp © hitp request msg.payload
websocket
tep

udp

~ output

debug

724 Configuring the MQTT interface in Node-RED

If data from Node-RED requests are to be output to a customer server, you must configure
the MQTT interface in Node-RED.

Note If you wish to use the SICK cloud, the MQTT interface is configured automatically and so
you do not need to do anything.

+ » Click the plus icon to create a new flow.

» Go to the process nodes listed under output and drag the node called mqtt into the

central area.

=<2, Node-RED

@ Flow 4 Flow 2 Flow 3 info debug
~ output - Node
e ype
ID
link more
il Infarmation
http respense Cennects to a MQTT broker and publishes
20 messages
wabsockat matt
u ~ Inputs
fcp payload st
most users prefer simple text payloads.
udp but binary buffers can also be published.
topic atring
~ function the MQTT topic to publish to. -
function
template
delay -
- v
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» Double-click on the node to open the editing window.

Q 4 Edit mqtt out node info debug

~ output

Delete Cancel Node .
) Type matt out
' debug \ ~ node properties L .

ID "§feodede 250"
o link | show more v
— @ Server 194.152.206.247:1883 v
o matt | . Information
- == Topic
(Chitp response | Connects to a MQTT broker and publishes
—_— QoS v DRetain A messages
7‘ | ~ Inputs
‘ ¥ Name payload string | buffer

maost users prefer simple text payloads,

O udp | Tip: LE?V& topic, qos or retain blank if you want to set them via msg but binary buffers can also be published.

properties. N -
topic string

~ function the MQTT topic to publish to -

‘ et 1

Q unction 2

1 1

st template

i es N

g dely O > port labels

» Click inside the Server field and select the Add new mqtt-broker entry.

@ Server Add new mqtt-broker... | &

# » Click on the pencil icon.

a magtt out > Add new mqtt-broker config node info debug
~ output Add Node -
; P E: ) Type matt-broker
Connection Security Birth Message Will Message D "7b53bb13.638Cf4"
; link show more =
P @ Server Port | 1383
¢ matt Information

0 Enable secure (SSLTLS) connection
A minimum MQTT broker connection
N requires only a broker server address to be
Client ID
¥ Cien added to the default configuration

& = @ Keep alive time (s) 60 @ Use clean session To secure the connection with SSLTLS, a
T TLS Configuration must also be configured
4 we @ Use legacy MQTT 3.1 support and selscted
5
I | If you create a Client ID it must be unique to
- o the broker you are connecting to .
i .
] function
. template

@0 nodes use this config On all flows v

» Use the Connection tab to enter the MQTT access data to enable access from a
customer server.

To do this, enter the IP address in the Server field and then the port of the MQTT broker
that is installed on the customer server.
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» Switch to the Security tab and enter the username and password for logging into the

MQTT broker.
, Node-RED
a mqit out > Add new mqtt-broker config node info debug
~ output Cance Add Node
debug Type mgqtt-broker
Connection Security Birth Message Will Message D "7bs3bb13.638Cfa"
i show mare >
& Username ‘
e Information
N & Password
hitp response A minimum MQTT broker connection
requires only a broker server addrass to be
websocket added to the default configuration

To secure the connection with SSL/TLS, a
TLS Configuration must also be cenfigured
and selected

tcp

udp
If you create a Client ID it must be unique to
q the broker you are connecting to.
~ function ! -
function
template

delay

@0 nodes use this config On all flows v

» Confirm your entries by clicking on Done.
» Deploy the flow.

7.2.5 Exporting Node-RED configurations
All the data flows that have been created in Node-RED can be exported to a text file.
They can then be re-imported into the Node-RED application if required.

This process allows you to import the Node-RED configuration if a TDC-E component is
replaced.

» Select any nodes in Node-RED to activate the export function.
E » Click on the contents icon and select Export = Clipboard from the menu.
» In the window, click on all flows.

= Deploy ~ - —

© 4 Export nodes to clipboard debug

all flows mqit out

"ffegdese.45Fbs"

E Export to clipboard

show more +

4 man |

-:‘nttp response | MQTT broker and publishes

[ websocket | compact | formatied

fep | siring | buffer

o ude | Cancel Export to clipboard

~ function

S - —

function ()

gl thon -
i - = L T b
B —[o]+

» Click on Export to clipboard. The code of all the created data flows will be copied to
the clipboard.

» Paste the contents of the clipboard into a text file and save it.
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7 CONFIGURING THE DATA CONNECTIONS

7.3 Configuring data transmission with picoStratus
731 Starting picoStratus
» On the dashboard, click on the picoStratus container. picoStratus will open in a
separate browser tab.

All the SICK sensors that are connected and running will be displayed under
Dataproviders. A data provider is described by its device driver. In the case of SICK
sensors, this is the SOPAS device description file.

In this example, no sensors have been found yet.

SICK & L % » @
Dataproviders HTTR/REST HTTP/PUSH MQTT
0 dataprovider(s) found Service available on port %090 Service not availzble Service not available
0 dataprovider(s) running
= OK = Running = off = off
7.3.2 Using SOPAS to export device driver files from sensors

The SOPAS device description files can be read out from the connected sensors with the
SOPAS configuration tool and then imported into picoStratus.

Installing SOPAS » Download the latest version of SOPAS ET from www.sick.com and install it on the
computer that is connected to the TDC-E via Ethernet.

Starting the » Start SOPAS via the desktop icon or the Windows Start menu.

device search » A new project is automatically created in SOPAS. One or more sensors are combined
and edited in a single project.

» Click on the Search devices:Default button to establish a connection to the physically
connected sensors.

- i | 2
SICK Project  Device  Parameter  View Tools Help |SOPAS Engincering Teo1 333 = | O |
Sansor Intelligenca. EI @ E =D

MNew Project BE® & - | Devicessarch -

- ety (B | £

¥) LMSSux_FrebdEval PR (LMS_ACS) 1921661252111
¥) LMSSux_FiekdBual PRO (LMS_ACS) 182.168.125:2112

¥) LMSSioc_FiekdEval PRO (Profil LMS Lef) 1921681222111
¥ LMSSux_FieldBual PRO (Profl LMS Lef) 1921681227112
¥) LMSSax_FrekiEval PRO (Profil LMS Right) 192.168.1.23:2111
¥) LMSSux_FieldEval PRO (Profl LMS Right) 192.168.1.23:2112
¥) LMS5ax_FrekiEval PRO (Tracking LMS} 192 111
¥) LMSSux_FiekdBual PRO (Tracking LKES) 1921681247112

Search devices: Default = | Search settings..

< > & cannection(s] bound

Data recorder  ToDio (B} Dence search | Device catalog | Emulators
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Transferring sensors » In the list, select the sensors with port number 2111.
into the SOPAS project > Click on Add. The sensors are transferred to the project, where they are displayed as
tiles.

» A message window will appear to inform you that the device drivers for the sensors are
not yet known in the SOPAS project.

SICK Project  Device  Parameter  View  Tooks  Help - |SOI’AS[¢MM91MI3.J_‘I| - | o | X
Sensar Intelligence. |_| t‘] E & -l
Mew Project BE ® & - || Device search -
~
LM 5ax_FieldEval PR (LMS.. = | | LMSSi_FrebdEval PRO (Profi. =
i - i - .

Versir: V150816122015 Version: V1A0-21.12. 5 . : S Left ;

P e /1, Device driver not installed s Lety 152166022211

152168125211 [7] 1921681222111 ) The drsces {S00) far the followsng devce FRLED

A\ Trstall devsce diiver £ Install device drmve coutd ot bt found: 5 Right)
e e S|

LSS FirldEval_PAO (T, = UMS500_FieldEval PRO - V110-22022001  fJLM3)

LMS) 19215
" Pt wrnitall b shencce clenver by che king
- - the Enk "[nstall device driver” in the device
plate status bt or wse the "Device drver
manaqer” in the device catalog.
arc VLB0-21.122017 Varsicn: VL80-2112 4 =]
1921661242111 [ 1921681232111 [
A nsall device dirves | | i Trstat device deiver
Sesrch devices: Defauit | = || Search settngs...
Y - - ich sefty

4 > 8 connectionis) found

Data recorder  Talla () Device search | Device catslog | Emulators

» Confirm the message with OK.

» On the relevant tile, click Install device driver and then install the device driver in
SOPAS by selecting the Device upload option.

SICK Project  Device  Parameter  View  Tooks  Help - |SOI’AS[¢MM91MI3.J_‘I| - | o | X
Sensar Intelligence. |_| t‘] E d & -l
Mew Project BE ® & - || Device search -
-~ Add derity | (9
LM Sax_FieldEval PR (LMS.. = | | LMSSix_FrebdEval PRO (Profi. = ety | G} © |
i - i - .
Choose source for SDD installation
rsin: V1.508-16.122015 Version: VLA0-21.12.3

b i No device driver (SDO) installed, Flease chaase source for

pyl * installstion:

1821681252111 [7] 1921681222111 [ i

A Irstall cevce dinver A\ Install device dirvel *pickesm orda, hz
Lt e e et ] k

® Devie upload
LMSSax_FieldEval PAO (Trac.. =
anc VLB0-2112 2017
1921661242111 [ 1921681232111 [
A Istall device dirves | | s st device drive [0 ][ camce
Search devces: Dedaull | = | search settmgs...
v - . L

< > 8 cannectionis) found

Data recorder  TaDn (@) | Device search | Device catalog | Emulators
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Exporting » Switch to the Device catalog tab on the right-hand side.
drivers from sensors -
Broject Device  Parameter  View Tools  Help | SOPAS Engineering Tool 13_\| - | o| x
[} = y -
QW [ w el s T -0
Mew Project B & - | Device catalog -
=~ [GIECAE .
LMSSws_FieddEval PRO [LMS.. = | | LMSSxe FirldFval PRO (Profi. = I A0
R v R
¥ Industrial Instrumentation
| (%) Budlscan
ersion: VL508-16.122015 ersion: VLS0-21122017 () Bulksesn LMSS1L - VL.01-21.06.2012
SN 18021783 i 11520002 1+ LM - Laser M ring 5
121881252111 (A 1921661222111 (A
i (F)LMS500
el | NEE Gifine. ) LMS500_FieldFunl_PRO - V110-2202.2011
LMSSx_fieldEval PRO (Trac.. = () LM5ax_Freidval PRO - VLED-ZL122017
@ ) Detauit
(& TOCE - 100
V180711217 Versian: V1.80-2112.2007
S 1248888 SN 12260269
1921681242111 @ 1921681230111 B
HEE Offine OO Cffine
v
< >
Datarecorder  ToDo (F}f Device search | Device catsleg | Dmulators

mansge

Which devices should be exported?
Select the folder into which the SDDs should be exported.
Select directary | | | Browse |
Select the SDDs which should be exported.
| 2
Select All
[] LMS500_FieldEval_LITE - ¥1.10-22.02.2011 n
[ LMS500_FieldEval_LITE - V1.01-21.06.2012
LMS500_FieldEval_PRO -V1.10-22.02.2011
[ LMS53x_Security_LITE - V31.40-22.01.2016
[ LMS53x_Security_LITE - V31.39-20,11.2013
[ LMS53x_Security_PRO - V3140-22.01.2016
[[] LMS53x Security_PRO - ¥31.39-20.11.2013
[} LMS5xx_DataS01_PRO - 51.32.1-04.09.2013 v
Next »

» Select the export directory and then perform the export by clicking on Next and Finish.

» The device driver files will be saved in the specified directory.

Organize v Include in library + Share with + Burn MNew folder = ~ [ @
S Favorites =l Name : Date modified Type Size
B Desktop b | 4| Ims500_fieldeval_V1.30_20120830 29.01.2018 14:45 SOPAS Device Des... 229 KBl
& Downloads 4| Ims500_fieldeval ¥1.38.1_20130903 29.01.2018 14:45 SOPAS Device Des... 2295 KB
=] Recent Places %+ | Ims500_fieldeval_V1.38_20130716 29.01.2018 14:45 SOPAS Device Des... 2295 KB
4| Ims500_fieldeval V1.39.1 20130903 29.01.2018 14:45 SOPAS Device Des... 2,204 KB
4 Libraries
@ Documents - 1 m ] »
l 4 items
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7.3.3

8023104/2018-07-05|SICK

Entering the IP addresses in manualP.txt

A txt file is also required to import the device driver files into picoStratus. In this txt file,
you must enter the IP addresses of the sensors from SICK that are connected via
Ethernet.

This txt file already exists in picoStratus. You need to export it from picoStratus in order to
enter the IP addresses manually. Once you have added the IP addresses of the sensors,
you then have to re-import it into picoStratus together with the device driver files.

» Click on the Export icon in the picoStratus toolbar.

[ ]
N

SICK

“ EXPORT-CONFIG

_-b][-iﬂ

Config export

Select including configurations:
Dataprovider
! Driver

[l Config

Download

» Choose the Driver option.

» Click on Download. The txt file is placed inside the computer’s Downloads directory,
where it can be found under \drivers inside the stratus-config-export.zip zip file.

Organize » Extract all files EE | .@.

-7 Favorites * Name Type Compressed size |:|
B Desktop |=| | index File folder i
4 Downloads | manuallPs Text Document 1

4 Recent Places

= Libraries -

| Documents

» Open the manualPs.txt file in the editor.

» Do not change the first line, which reads Cola2; SRT;2122. These details are needed
to search for a TDC-E SRT container instance, i.e., for Cola2 on port 2122.

File Edit Format View Help

Cola2;sRT; 2122 -
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7.3.4

66

» Enter the IP addresses of the sensors from which data are to be retrieved using the

TDC-E.

SICK sensors address the ColaA dialect on port 2111. This means that
ColaAB;192.168.1.1;2111;Cola_A must be added to the manuallPs.txt file for a sensor

with the IP address 192.168.1.24.

File Edit Format View Help

Colaz; srRT; 2122
ColaAB;192.168.1.25;2111;Cola_A
Co0laAB;192.168.1.24;2111;Cola_A|

4| 1 |

» Save the txt file.

Importing device drivers and IP addresses into picoStratus

The next step is to import the device driver files and the text file containing the

IP addresses into picoStratus.

E » Click on the Import icon in the toolbar.

» Check the Allow Overwrite box so that the default manuallPs.txt text file in picoStratus

will be overwritten.

SICK

ﬂ IMPORT

Config import

no file selected

Driver import

#I Allow Overwrite

no file selected
[ upo

» In the Driver import area, click on Choose File and upload the files in the stratus-

config-export zip file.
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7.3.5 Scanning the sensors

Once the device drivers and the manuallPs.txt file have been imported, a data provider
scan must be performed.

n » Click on the Home icon to switch back to the picoStratus homepage.

Dataproviders e » Click on Dataproviders.

0 dataprovider(s) found .

0 dataprovider(s) running » On the DATAPROVIDERS tab, click on Scan now.

= OK SICK & X 9 & O

3 DATAPROVIDERS

s |

State Location Name  Type Action Heartheat
[ rouno VLS LMSSu_FieldEval_PRO / V1.50.8-16.12.2015(192.168.1.25:2111) START

FouND. TDC-E200EU TOCE / 1.0.0.0R(162.168.0.100:2122) START

FOUND. Tracking LMS LIMSSxx_FieldEval PRO / V1,80-2112.2017(192.168.1.24:2111) START

The scanning process can last up to two minutes (depending on the search space).
It will then take another 20 s or so for the sensors and the TDC-E to appear on the
DATAPROVIDERS tab.

» Activate the sensors. To do this, click on START under Action.

Note » Leave the Auto Scan option deactivated because it places heavy demands on the
TDC-E.
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7 CONFIGURING THE DATA CONNECTIONS

7.3.6 Activating the HTTP REST interface

Before sensor data can be retrieved from picoStratus via the HTTP REST interface, you
must enable access accordingly.

» Click on the Home icon to switch back to the picoStratus homepage.

HTTP/REST » Click on HTTP/REST.

Service available on port 9090

» Set the HTTP/Rest interface switch to ON. A list of available data providers appears
together with the URLs for retrieving the data.

= Running

HTTP/REST interface u

Port

9090

Dataprovider URL

LMS5xx_FieldEval_PRO / ¥1.50.8-16.12.2015(192.168.1.25:2111)  hit; 2.168.1.21:9090/Ims5xx-fieldeval-pro---v1-50-8-16-12-2015-192-168-1-25-2111x

LMS5xx_FieldEval_PRO / V1.80-21.12.2017(192.168.1.24:2111)  hiij 92168.1.2 4-2111x%

190/Ims5xx-fieldeval-pro---v1-80-21-12-2017-192-168-1

» Click on a URL. The HTTP-REST API is displayed for the default SOPAS variables.
These are the same for all SOPAS devices.

& C | @ 192.168.1.21:9090/Ims5xx-fieldeval-pro--- Q | :

{"data" variables":{"SerCtrlP y":"http://192.16
2111x/api/variable/SerCtrlParity™, "SH_MeasureDistanc
2111x/api/variable/SH_MeasureDistance”,"SH_EchoFilte
2111x/api/variable/SH_EchoFilter”,"LibDateComObj
2111x/api/variable/LibDateComObj ", "Orderumber
2111x/api/variable/Orderfiumber”,"SH_CurrentTemp”:

1:9090/ lms5xx-Fieldeval-pro---v1-5@-8-16-12-2015-192-168-1-25-
"http://192.168.1.21:9898/ lms5xx-fieldeval-pro---v1-58-8-16-12-2015-192-168-1-25-
"http://192.168.1.21:9898/ lms5xx-fieldeval-pro---v1-5@-8-16-12-2015-192-168-1-25-
ttp://192.168.1.21:9890/1ms5xx-Fieldeval-pro---v1-5@-8-16-12-2015-192-168-1-25-

ttp: //192.168.1.21:9098/ Ims5xx-fieldeval-pro- - -v1-50-8-16-12-2015-192-168-1-25-

1_ http://192.168.1.21:9099/1ms5xx-fieldeval-pro---v1-58-8-16-12-2015-192-168-1-25-
2111x/api/variable/SH_CurrentTemp", "SensorlDebounceTime" :"http://192.168.1.21:9098/1ms5xx-fieldeval-pro---v1-50-8-16-12-2015-192-168-1-25-
2111x/api/variable/SenserlDebounceTime™, "Sensor2DebounceTims http://192.168.1.21:9098/ Ims5xx-fieldeval-pro---v1-58-8-16-12-2015-192-168-1-
25-2111x/api/variable/Sensor2DebounceTime” , "(1_TPDO4_TrmTyp: htip://192.168.1.21:9098/ Ims5xx-fieldeval-pro---v1-58-8-16-12-2015-192-168-1-
25-2111x/api/variable/C1_TPDO4_TrmType”,"SH_AuteStartMeasure”:"http://192.168.1.21:9090/1ms5xx-fieldeval-pro---v1-58-8-16-12-2815-192-168-1-
25-2111x/api/variable/SH_AutoStartMeasure”,"SensorHeadFirmwareVersion”: "http: //192.168.1.21:9898/ Ims5xx-fieldeval-pro- --v1-5@-8-16-12-2015-
192-168-1-25-2111x/api/variable/SensorHesdF irmuareVersion”, "EtherIPAddressDHCP" : "http: //192.168.1.21:9098/ Ims5xx-fieldeval-pro---v1-58-8-16-
12-2815-192-168-1-25-2111x/api/variable/Ether IPAdd DHCP", "DBLogCondDelay™: "http://192.168.1.21:9898/ 1ms5xx-fieldeval-pro---v1-58-8-16-12-
2@15-192-168-1-25-2111x/api/variable/DBLogCondDela DataOutputRange": "http://192.168.1.21:9@98/ Ims5xx-fieldeval-pro---v1-50-8-16-12-2015-
192-168-1-25-2111x/api/variable/DataOutputRange”, "C1_RPDO4_TrmType”:"http: //192.168.1.21:9898,/1ms5xx-fieldeval -pro---v1-5@-8-16-12-2015-192-
168-1-25-2111%/api/variable/C1_RPDO4_TrmType"," checksumcalib™: "http://192.168.1.21:9@90/1ms5xx-fieldeval-pro---v1-58-8-16-12-2815-192-168-1-
25-2111x/api/variable/checksumcalib”, "ContaminationState” : "http://192.168.1.21:9898/ 1Ims5xx-Fieldeval-pro---vl1-50-8-16-12-2015-192-165-1-25-
2111x/api/variable/ContaminationState”, "sEvalCaseResult" :"http://192.168.1.21:9098/1ms5xx-fieldeval-pro---v1-58-8-16-12-2815-192-168-1-25-
2111x/api/variable/sEvalCaseResult”, "SH DeviceStatelMs":"http://192.168.1.21:9898/ Ims5xx-fieldeval-pro---v1-58-8-16-12-2815-192-168-1-25-
2111x/api/variable/SH_DeviceStatelM: "Out5Control /192.168.1.21:9090/1ms5xx-fieldeval-pro---v1-50-8-16-12-2015-192-168-1-25-
2111x/api/variable/Out5Centrol”, "EtherUDPServerClien "http://192.168.1.21:9898/ lms5xx-fieldeval-pro---v1-5@-8-16-12-2015-192-168-1-25-
2111x/api/variable/EtherUDPServerClient”, "SYRanTriggerParam: http://192.168.1.21:9098/ Ims5xx-fieldeval-pro---v1-58-8-16-12-2015-192-168-1-
25-2111x/api/variable/SYRawTriggerParams", "eIncrDigInEnable” ttp://192.168.1.21:9890/1lms5xx-Fieldeval-pro v1-5@-8-16-12-2815-192-168-1-25-
2111x/api/variable/elncrDigInEnable”, "NetworkAssignment™ :"http://192.168.1.21:9098/1ms5xx-fieldeval-pro---v1-5@-8-16-12-2015-192-168-1-25-
2111x/api/variable/NetwerkAssignmen "SerAuxHBInterval”:"http://192.168.1. eldeval-pro---v1-39-8-16-12-2815-192-168-1-25-
2111x/api/variable/SerAuxHBInterval ":"nttp://192.168.1.21:9898/1ms5xx-fieldeval-pro---v1-39-8-16-12-2815-192-168-1-25-
2111x/api/variable/SH_FrentPanelFun: http://192.168.1.21: 9899/ lms5xx-fieldeval-pro---v1-58-8-16-12-2015-192-168-1-25-
2111x/api/variable/TSCTCUpdateTime” 192.168.1.21: 908908/ Ims5xx-fieldeval-pro---v1-58-8-16-12-2015-192-168-1-25- -

The following call returns the firmware version of the sensor:

&« C | @ 192.168.1.21:9090/Ims5xx-fieldeval-pro---v1-50-8-16-12-2015-192-168-1-25-2111x/apifvari.. € ¥¢|

{"data":{"SensorHeadFirmsareVersicn":"V1.58.8 "},"header”:{"DeviceType":"LMS5xx_FieldEval_PRO","UUID": "9a851cAB-dbdb-
458F-88c2-b4bb31edbs3e”, "status" 12, "LocationName" : "LMS_ADS"}, "metainfo”: {"SensorHeadFirmuareyersion™:
{"Type":"String", "MaxLength":18,"IsFixedLength":false}}}

Note In order to retrieve sensor data correctly, picoStratus requires a mapping file for each
sensor. These files have to be requested from SICK Service. When requesting them, you
must specify which parameters, variables, and events are to be read out. Once the
mapping files have been created by SICK Service, they can be imported into picoStratus.
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CONFIGURING THE DATA CONNECTIONS 7

7.3.7 Configuring the MQTT interface in picoStratus

Before sensor data can be retrieved using the MQTT data protocol, you must enable
access to the MQTT interface.

The following example demonstrates the procedure for retrieving a sensor’s serial number
via MQTT.

n » Click on the Home icon to switch back to the picoStratus homepage.

marT » Click on MQTT.

Service not available
SICK 2 2 9 =+ of

MQTT interface oft

-
Problems occured

Chent St

Connection

User

Pasyword

New Sulrcriplion

Dataprovider

» Set the MQTT interface switch to ON.

Client In the Client Settings area, you must enter the MQTT access data to enable access from
settings a customer server.

1. In the Connection field, enter the IP address and port of the MQTT broker that is
installed on the customer server.

2. Enter the username and password for logging into the MQTT broker.

Selecting a

New Subscription

sensor Dataprovider
LMS_AOS - LMS5xx_FieldEval PRO / V1.50.8-16.12.2015(192.168.1.25:2111) v
Type
Variable v
Variable
SerialNumber v
Topic
SerialNumber
Interval
1000
Changes Only
QoS
At most once v
» Under Dataprovider in the New Subscription area, select the sensor whose data are to
be accessed.
» Select the Variable entry in the Type field and then select SerialNumber from the list of
variables.
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» In the Topic field, specify the name of the topic that is to be used for subscribing to the
MQTT message on the broker.

» Complete the process by clicking on Add. The subscription for the SerialNumber topic
is listed in the Current Subscriptions area.

7.3.8 Exporting the picoStratus configuration

All the variables, events, and methods that have been created in PicoStratus can be
exported to a zip file and subsequently re-imported if necessary.

This process allows you to import the picoStratus configuration if a TDC-E component is
replaced.

» Click on the Export icon in the toolbar.

SICK L

o 3| ExeorT-conms

I+

-

Config export

Select including configurations:
I Dataprovider
| Driver

# Config

» Select the Dataprovider, Driver, and Config options.

» Click on Download. The stratus-config-export.zip zip file now contains three directories
called cfg, dataprovider, and drivers, which have the relevant files inside them.
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MONITORING 8

8 Monitoring

8.1 Setting up a customer account for the SICK online portal

Before you can use the SICK online portal and log into it, you must first register with SICK.
There are several stages to the registration process:

Initial login with

o & registration of devices
Registration request

| 2]
SICK | PG . Rt

" = check of the
Sensor Intelligence =" request @ and password

Fig. 31: Setting up a customer account for the SICK online portal (flowchart)

1. You request a new customer account. When registering, you must specify one of the
TDC-E devices that you have purchased plus the name of your company and the
username.

You will receive a confirmation e-mail right away to tell you that your access will be set
up within the next 24 hours.

2. Once the customer account has been set up on the SICK site, you will receive another
confirmation e-mail containing the login credentials for the new account.

3. Log into the SICK online portal for the first time and register all the TDC-E devices that
you have purchased.

811 Requesting a customer account

The first step is to request a new customer account via the SICK online portal.

Getting started » Start the registration process by entering the following URL in your browser:
https://tdc.sick.com
The login window opens.
— [
CNEN[S npsrcsickeom £ -80S wesickcom S SICK | Sensor Analy... X Aok

SICK Sign In e

or create an account Demao
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Entering the device
information

Tip

72 ORIGINAL OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector)

» Click on the create an account link. This will take you to the SICK Registration

window.

sll=[E] &
S SICK| Sensor Analyties X

&« O | & Sicher | https//tdesickcom - |

# HaufeFID AXERS

SICK Registration

evice

Company

Hame

To request a customer account, you only have to register one device even if you have
purchased several. The other devices will be entered via the SICK online portal at a later
point.

» Under Device, enter the IMEI of one of the purchased TDC-E devices.

The IMEI is a unique number that identifies the device and is used to verify your status
as a customer. When you exit the field, the IMEI is checked for correctness.

The IMEI can be found in your ordering information or on the type label. If you move
your cursor over the field, an input help box will appear. The number highlighted in red
font shows you where to find the IMEI on the type label.
i e i

T :

SICK Registration
Device

sl c K Telematic Data Collector
TDC IMEL * onas,

Part No.: 600000 DCE.35V
Date code / SN: 1733 0000 3 Amax

T Lt M(g& "

123123123123123

%

TDC Serial Number: *

The number shown in the box is merely an example. It is not a real IMEL.

8023104/2018-07-05|SICK
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Entering the company
and user data

Specifying the
time zone

8023104/2018-07-05|SICK
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» Under TDC Serial Number, enter the serial number of the TDC-E.

The serial number can be found on the type label. Once again, an input help box will

appear if you move your cursor over the field.
T

&= =

v @

SICK Registration
Device

TDC IMEL:*

s I CK Telematic Ddta Collector

Part No.; 600000 DCB.35V
Date code / SN: 1733 0000 3 A max
IMEL

Made in EU -
Company " ¢ £y

TCC Serial Number: *
v

» Next, provide details of the company and user. The user that you specify here will be
subsequently set up in the SICK online portal as the user with administrator rights.

As a basic principle, the gateway system saves all measured values from the sensors in
UTC. UTC stands for Universal Time Coordinated and offers a standardized system for
calculating and stating the time anywhere in the world.

When UTC is used as the reference time, each time zone can be determined based on the
extent to which it differs from another. The difference between a time zone and UTC is
specified in the format: UTC +/- x hours.

The UTC time zone of the browser is preassigned to the field. In the example, this is
UTC+1.00 (Amsterdam, Berlin ...).

User

First Mame: =

Last Name: *

Timezone: *

(UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna -

With this setting, an offset of UTC+1 hour (winter time) or UTC+2 hours (summer time) will
be applied to all measured values that are displayed in analyses in the SICK online portal.
If you were to select UTC-5:00 Eastern Time (US & Canada) as the time zone here, the
offset would be UTC-5.

» Therefore, please consider carefully which local time you want your monitoring system
to use when displaying sensor values. Then, change the suggested time zone
accordingly.
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Example A sensor detects a measured value in New York at 5 a.m. local time. The measured value
is saved in UTC time, which is 10 a.m.
e For a user in Germany, a time stamp of 11 a.m. (UTC+1) is applied to the measured
value in that user’s analyses because the time zone for Germany is UTC+1.00
(Amsterdam, Berlin ...).
(Berin
UTC 10:00 N———’
! Time zone = UTC+1 (Amsterdam, Berlin)
Measured value ﬁ
recording local time
e However, if the user based in Germany always wants to see when the measured values
were actually detected in New York according to local time there, the time zone must
be changed to UTC-5:00 Eastern Time (US & Canada) accordingly.
| m
q Time zone = UTC+5 Eastern Time (US & Canada)
Measured value @
recording local time
Specifying contact » Under Contact Information, enter the e-mail address that is to receive the confirmation
information e-mail containing the login credentials.
Contact Information
Email Phone
Email: *
Note

On the Phone tab, you can also enter two phone numbers.
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Submitting your » Read and confirm the terms and conditions for the SICK cloud.
registration request > Click on Register.

v I have read and agree to SICK Cloud Terms and Conditions

or sign in

» If the IMEI you have entered matches a device that is known to have been ordered,
the registration request will be submitted. You will see a message to this effect.

Registration successfull X

v

Thank you for registering. Confirmation link has
been sent to your e-mail account.
If you have not received your confirmation link
please contact cur Tehnical Support Team.
Thank you!

Confirmation e-mail An automated confirmation e-mail is sent to the e-mail address specified on the
registration form.

» Click the Confirm link included in this e-mail.

You will see a message indicating that the registration request will be processed on
the SICK website within the next 24 hours.

8.1.2 Notification of new customer account

If all the details are present and correct, the corresponding customer account will be
created with a user and a password.

An automated e-mail containing the login credentials will be sent to the e-mail address
specified on the registration form.

Login credentials for SICK Cloud (19.10.2017 12:49:30)

Deal

YYour Login credentials for SICK Cloud are as follows

User Info - Credentials

User name
Password
Portal Login

We recommend You to use Google Chrome browser, which can be downloaded at: hitp//www._chrome.com

SICK Vertriebs-GmbH
Erwin-Sick-Stratte 1
79183 Waldkirch
Germany
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8.2 Configuring Sensor Analytics

Sensor Analytics is the central platform of the SICK online portal. It allows you to monitor
the connected sensors from SICK on the basis of characteristic values. All the information
from the connected sensors is prepared accordingly so that it includes a time stamp and
GPS information.

To begin with, the management platform is empty. This means that you have to create
one or more dashboards for your monitoring system. This involves specifying which sensor
data are to be analyzed there on the basis of telemetry elements. The KPIs are displayed
by means of widgets.

If you are using several TDC-E devices, the first step is to make them known to the
management platform.

8.21 Logging into Sensor Analytics

Getting started

Log into Sensor Analytics.

» Enter the following URL in your browser: https://tdc.sick.com
The login window opens.
» Enter the username and password that were sent to you via e-mail.

» Click on Sign in. The SICK online portal opens on the Sensor Analytics page.

Roland Avar
a o @ DOCOM

- Welcome screen!!!
|

Dashboards Units

Dashboard functionallity description. Units functionallity description.

The menu bar at the top contains the main workspaces of the management platform.
This bar remains visible in all working contexts.

The right-hand side of the menu bar shows the name of the logged-in user. The user icon
allows you to display the user data and log out of Sensor Analytics.
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8.2.2 Registering additional TDC-E devices

Units
Devices

User mansgement

Tip

8023104/2018-07-05|SICK
Subject to change without notice

Only one TDC-E is currently registered on the Sensor Analytics platform. This is the device
that you entered when creating the customer account (for further information on this,
refer to 8.1 Setting up a customer account for the SICK online portal).

If you have purchased additional TDC-E devices and want to monitor them via the
platform, you will need to register these on the platform as well.

» In the menu bar, click on the gear icon and select the Devices entry.
The list of registered TDC-E devices opens. It will include the device that was entered at

the registration stage (for further information on this, refer to chapter 8.1.1 Requesting
a customer account).

461 o ® Axel Steussloft

&~ DEMO

e

WTA Stans VD88BO7568D74A672832 0 2018-06-14716:02:21.000

» Click on the plus icon in the window. The New devices window opens.

New Devices

» Register the purchased TDC-E devices via their serial numbers and IMEI identifiers.

You do not need to enter the data manually. After making your purchase, you will have
received an electronic document with a list of the serial numbers and IMEI identifiers
for your purchased devices. For convenience, use this to enter the data.

» Copy and paste the entries from the list into the New devices window.
» Complete the device registration process by clicking on Send.
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8.23 Configuring the dashboard
8.231 Creating a dashboard

Use the homepage of the Sensor Analytics platform to create a dashboard. In principle,
you can also create several dashboards on the TDC platform.

» Switch to the homepage. To do this, click on Sensor Analytics in the menu bar.

Roland Avar
L E‘ o DOCOM

Telemetry elements B o=

Welcome screenl!!

Dashboards Units

Dashboard functionallity description. Units functionallity description.

» In the Dashboards area, click on New Dashboard.

Create Dashboard x

Title: *

» Enter a meaningful name for the dashboard (e.g., the name of a TDC-E location).

» Click on Save. The dashboard will open but it will still be empty.

Roland Avar
TANR Y @ DOCOM

Telemetry elements B & DOCOM Reute + Add Widget
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MONITORING 8

The dashboard layout is as follows:

e The left-hand side is where all the telemetry elements will be listed later on, i.e., the
elements that you want to monitor and analyze on the dashboard.

e The right-hand side is where you define the contents of the monitoring system via
specific widgets.

8.2.3.2 Creating telemetry elements

On the SICK online portal, the telemetry elements are the counterparts of the MQTT topics
configured in Node-RED or picoStratus.

Each MQTT topic that is to be analyzed in the SICK cloud must be set up as a telemetry
element in the cloud.

Note You can only create telemetry elements if you are logged in with Admin rights.
Creating a telemetry > In the menu bar, click on the gear icon and select the Devices entry.
element

@ Axel Steussloff

DEMO

Devices 4 New virtual device

WTA Stans VD88BO7568D74A672832 [ 2018-06-14T16:02:21.000

» Open the TDC-E device by clicking on its name. So far, no telemetry elements have
been defined in the cloud for the TDC-E device. The list is empty.

L Axel Steusshoff
28 @ gy

2 Search B &  WTA Stans
al Number: o
VDE8R0T5E80T74AG7 2832
a few seconds ago
Telemetry Elements @ s
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Configuring a telemetry
element » Enter the name of the MQTT topic in the Unique identifier field. The

80

» Click on the plus icon. The New telemetry element window opens.

New telemetry element x

Name: *
Unique identifier: ©
Unit:

Data type:

Text

Tcon: *

Generic

identical to the topic name in Node-RED or picoStratus.

Note In Node-RED, you can identify the topic name by opening a node for

» Enter a name of your choice for the telemetry element in the Name field.

name must be

editing. The name

must be entered in accordance with the defined topic structure: IMEI/S/TopicName.

# Function
1

w Date();

2 ate.toIS0String();

3 0SDI0A_Alarme:™ + msg.payload.DIO_A.Valuet " ";
4 B8BB7568D74A672832/5/A0SDI0A Alarme";

5 ormatted + *|" + msg.payload.DIO A.Value + "|7";
6 node. ({fill:"green”,shape:"ring”,text:status});

7 return msg;

In picoStratus, the names can be found in the topic list of the MQTT
should be entered in the portal exactly as they appear in the list.
l Current Subscriptions -
Dataprovider Variable Topic l Interval Changes Only Qos
PowerOnCnt PowerOnCnt 1000 Yes At most once

SerialNumber SerizlMumber 1000 Yes At most once

interface. These

» Enter the type of data to be retrieved in the Data type field. In the case of analog
sensors, you should select the numeric value data type, for example.

» Do not change the default entry for the Icon field from Generic.

» Save the telemetry element by clicking on Save.

» Create and configure any further telemetry elements by following the procedure just

described.
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The Uploaded column shows the values that have been retrieved from the connected
TDC-E.

u &  WTA Stans

ambe o
VDESBOT368D 744672832

a fiew seconds ago

Telemetry Elements @ -]

8.2.33 Defining the structure for displaying telemetry elements on the dashboard

Units allow you to define a tree structure for displaying the telemetry elements.

Getting started » Switch to the homepage of the management system. To do this, click on Sensor
Analytics in the menu bar.

» In the Units area, click on New Unit.

All the TDC-E devices will be listed together with the telemetry elements that have been
created in Sensor Analytics. In the example below, only one TDC-E has been registered
on the Sensor Analytics platform.

Roland Avar
a o DOCOM

Units

Root

IA-X IA-Y 1A-Z

IM-X IM-Y IM-Z
In A InC InD
InE InF Int Temp
10-A351 IC-A351ALARM LLS Freq
LLS Level LLS Temp Supply
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Defining
the structure

Assigning telemetry
elements

Q@ New Dashboard

DOCOM Reute

Use the left-hand side of the window to define the desired structure for listing the
telemetry elements on the dashboard.

» Click on the icon consisting of three dots and select the Add Unit entry. An extra level
will be created below the Root level.
Units
Root T

b el |

» Enter a meaningful name for the level (e.g., the name of the TDC-E100).

» On the right-hand side, the telemetry elements are displayed under the relevant TDC-E.
Move these telemetry elements across to the required level of the structure by dragging
and dropping.

Roland Avar
Q o @ DOCOM

Units

Root

TDC-E100 s | A IA-Y IAZ

Int Temp IM-X IM-Y M-Z
Supply InA InC InD
10-A351ALARM InE InF LLS Freq
10-A351 LLS Level LLS Temp

» Switch back to the dashboard. To do this, click on the speedometer icon in the menu
bar and select the dashboard you have just created.

The telemetry elements that you transferred across will now be listed in the defined
structure on the left-hand side.

Roland Avar
a o @ DOCOM

Telemetry elements E & DOCOM Reute + Add Widget
& TDC-E100

@& Int Temp 3644C

& 10-A351 1.00

@ I0-A351ALARM

& Supply 2426V
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8.24 Visualizing KPIs on the dashboard via widgets

On the dashboard, data are visualized in the form of widgets. Technically speaking, a
widget is a graphical window that represents a link to a telemetry element.

The widgets can be positioned wherever you like in the window and scaled to the required
size. There are different types of widget according to the type of data involved.

+ Add Widget » Click on Add Widget in the dashboard toolbar.
The Add Widget window opens.

Add Widget

The window is divided into four tabs. You can work through these by clicking on Next just
as if you were following a wizard.

» On the Type tab, specify the type of widget to be used.
» On the Telemetry Element tab, assign the required telemetry element.

» On the Basic settings tab, specify the name of the widget and, where applicable, add a
detailed description.

» Specify further details on the Configuration tab according to the widget type (e.g.,
define your filter settings and analysis periods).

8.24.1 Adding a KPI for sensor data

The widget described below is used to visualize a sensor value. From the value, you can
quickly see whether a sensor is functioning correctly and supplying measurement data.

» On the Type tab, specify Latest value for the widget type.

Add Widget
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» On the Telemetry Element tab, select the telemetry element to be visualized in the
widget.
All the telemetry elements are listed by name with the IMEI of the associated TDC-E in
brackets.

Add Widget

Note » If there are lots of telemetry elements, use the search field to narrow down the list.
» On the Basic settings tab, enter a name for the widget.
» On the Configuration tab, specify whether an icon should be displayed in the widget for
widgets of type Latest value.
» Complete the widget creation process by clicking on Save.
The widget is displayed on the dashboard. In the example below, it shows the most
recent measured value from a digital sensor.

¢ & Roland Avar
458 @ pocom

Telemetry elements E & DOCOM Reute + Acd Widget
B TDC-E100 1-AEL
& Int Temp
& 10-A351 lUO
d 10-A35LALARM
& Supply 246V
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8.24.2 Adding a KPI for alarms

The widget below shows how often a sensor has triggered a real-time alarm in the form of
an SMS message.

» On the Type tab, specify SMS alarms for the widget type.

» On the Telemetry Element tab, select the telemetry element that has been configured
for triggering alarms in TDC-E Manager.

» On the fourth tab called Configuration, specify the period within which alarms are to be
analyzed and displayed in the widget. The First value filter and Second value filter
fields allow you to analyze two different periods.

Add Widget *

» Complete the widget creation process by clicking on Save.

The widget shows how many alarms have occurred in the last hour (Last 1 h entry in
the First value filter field) and how many have occurred in the last 30 days (Last 30 d
entry in the Second value filter field).

3w & Roland Avar
L\ “ @ 2OCOM

Telemetry elements B & DOCOM Reute + fud Widget

[0-a351
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Clicking the bell icon in the menu bar displays a list of all SMS alarms.

2 Roland Avar
0 o @ DOCOM

Telemetry elements B & DOCOM Reute | ¥ ALERT Referent 1 10-A35LALARM 0 N fidget
£ TDC-E100 :
ToLASSIAARN | ¥ ALERT Referent 1 I0-A351ALARM 1. ;
@& Int Temp 3644C
0 0 ¥ ALERT Referent 110-A351ALARM 0.
& 10-A351 100 .
& 10-A351ALARM ®  ALERT Referent 1 10-A351ALARM 1. >
& Supply 2426V Lz ®  ALERT Referent 110-A351ALARM 0... 13 minute >
1.00 ¥ ALERT Referent 1 [0-A351ALARM 1
4 hours ago
¥ ALERT Referent 1 10-A351ALARM 0. >
Show more

8.243 Adding charts

86 ORIGINAL OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector)

Widgets can also contain pie charts that allow you to document that the TDC-E is
operating correctly, for example. In the example below, we are going to create a widget for
visualizing the voltage supply of a TDC-E device. The information is supplied via a request

in Node-RED.

» On the Type tab, specify Pie chart for the widget type.
» On the Telemetry Element tab, select the telemetry element that has been configured
for transmitting the voltage currently present on the TDC-E.

Add Widget

Telemetey Element

]
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» On the Configuration tab, use the Period field to specify the period that you want to
analyze, e.g., the last 24 hours.

Use the table at the bottom to enter the value that the sensor should provide. To enter
the value, click on Edit. Select the required operator and enter the anticipated value in
the Value column (in this example: 24 V).

Add Widget *
Canfiguration

Additions) Telemetry Dlements: *

Paricd:

Last 24 hours

Group values: *

Value < = | rgbl86, 77, 81} 2 Save Cancel

Prévious “

» Complete the widget creation process by clicking on Save.

The chart shows the operational readiness of the TDC-E over the past 24 hours. Here,
you can quickly see how long the TDC-E went without a voltage and was not ready for
operation as a result.

Telemetry elements E & DOCOM Reute + addWidger |
& TDC-E100 10-AS51ALARM 1 Supgly
& Int Temp
0 0

&8 10-A351
& 10-A351ALARM

# Supply 2426V 10-A351 1
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8.25

88

Analyzing sensor data in detail

[ = JES

You can use the list of telemetry elements on the left-hand side of the dashboard to
display and analyze detailed information about the connected sensors.

You can select the telemetry element from the structure defined for your dashboard or
from a list of all the telemetry elements configured for the TDC-E. Use the two icons above
the list to switch between the two views.

» Click on the Show devices view icon. All the telemetry elements for the registered
TDC-E will be displayed.

» Select the telemetry element in the list (in this example: a digital sensor).

The signal states supplied by the sensor can be analyzed for different time periods.
In addition, you can also define your own time window.

o e @

S 354888044928182
o TA-X 0se ﬁ J54B58044528182 > [0-A35L ' 1‘00

2 hours aqo
B8 a0l
o 1a-I Dynamics = Rgal-time @
&8 M- 7 ho
P

122

b & B B 5 5 5 6 6 B

The calendar icon allows you to compare two time periods.

» If you need more space to analyze the data on the screen, collapse the list of telemetry
elements by clicking on this menu icon.
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8.2.6

»
v
i

|
— Edit Widget

Delete Widget

API Data

Note
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Administering the management platform

In Sensor Analytics, you can create multiple dashboards for visualizing your sensor data.
You can also add extra widgets to a dashboard at any time. Once widgets have been
placed on a dashboard, they can be edited or deleted. Similarly, extra TDC-E devices can
be added.

This chapter will provide you with a brief overview of the editing options.

Roland Avar

6 & @ DOCOM

Telemetry elements u &  DOCOM Reute
& TDC-E100 I0-A3S1ALARM  § Supply
@ Int Temp 3642C p
& 10-A351 100 0 O
@ 10-A351ALARM
@ supply 10-A35
1.00

6d 5h 24m

Adding an extra dashboard

» In the menu bar, click on the speedometer icon and select New Dashboard.
The Create Dashboard window will open.

Opening a dashboard

» In the menu bar, click on the speedometer icon and select the dashboard you want
from the list of created dashboards. The dashboard opens with the widgets showing.

Editing widgets
There is an Edit icon on each widget.

o Select Edit Widgets to open a widget, e.g., for the purpose of changing a filter setting
or an analysis period.

e To remove a widget from the dashboard, select Delete Widget.

Adding a widget
» In the menu bar, click on Add Widget to add an extra widget to the dashboard.

Deleting a dashboard

» Click on the icon for editing the dashboard and select the Delete Dashboard
command.

Adding extra TDC-E devices

» In the menu bar, click on the gear icon and select the Devices entry (for further
information on this, refer to chapter 8.2.2 Registering additional TDC-E devices).

OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector) 89



8 MONITORING

8.3
831

20

Working with fleet management
Position display

Getting started

ORIGINAL OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector)

The fleet management platform is mainly used for detecting the positions, determining
the downtime, tracking the routes, and monitoring the fuel data of vehicles. It provides a
wealth of information about the vehicles in your fleet. You open the fleet management
platform from Sensor Analytics.

The next chapter concentrates on some of the main analysis types and the basic
navigation principle.

» Click on the fleet management icon in the menu bar of the SICK management system.
The fleet management platform will open in a new tab.

At the top of the window, there are several tabs to guide you through the various aspects
of fleet management. When you open up fleet management, the Position display tab will
be active.
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Once open, the Position display tab has the following structure:

e On the bottom left, you will find a list of all the vehicles in your fleet. The vehicles will
have the names that you assigned to the corresponding MQTT topic in TDC-E Device
Manager.

Above that, you will see input fields for conducting a specific Vehicle search.

The icons in the Tools/Settings area at the top can be used to open a list with detailed
information on the vehicles.

e The middle section will initially show the current locations of all vehicles on a Google
Maps map. Once a vehicle has been selected, the map can be used to track its route.
The map can be panned in the window using the mouse. Use the icons on the map to
change the view.

e The Calendar on the right-hand side can be used to narrow the time frame down to
specific days. The area underneath this provides further detailed information
according to which working context has been selected.
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8.3.2 Displaying the vehicle list containing detailed information

E » In the Tools/Settings area, click on the Current position icon.

The list containing detailed information on all vehicles will open. Each vehicle is displayed
on a separate line along with details of the current vehicle position, the driver, and the
journey times for the last trip. The list also contains other vehicle data, such as the total
kilometer reading from the odometer, the number of kilometers traveled, and the
maximum speed. Vehicle data are read out of the vehicle’s CAN bus if fleet management

has been configured in TDC-E Device Manager.

8.33 Displaying current vehicle fuel levels

= » Click on the Current fuel level icon in the Tools/Settings area on the left-hand side.

This opens a list for monitoring fuel data. Here, you can view each vehicle’s tank capacity
and its current fuel level in liters/as a percentage.

18.08.2017 17331
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834

92

Retrieving route
information for a

Retrieving information about a specific vehicle

The Position display initially shows all the vehicles in the fleet.

There are two ways to narrow this down so that only the data for one vehicle are
displayed:

e Select the vehicle in the Vehicle list on the bottom left.

o |dentify the vehicle you want using the Vehicle search function.

As soon as you select a vehicle, the Position display changes.

vehicle
i
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o A toolbar containing a set of predefined reports for the selected vehicle appears under
the Position display tab.

e The map now shows the route last traveled by the vehicle.

e The Info area on the right-hand side contains information on the selected vehicle’s
current location. The event last sent by the TDC-E device is displayed. This allows you to
see at a glance whether the TDC-E is functioning correctly.

If the fleet management system has been configured in TDC-E Device Manager (for
further information on this, refer to chapter 6.6.3 CAN interface), the current kilometer
reading is retrieved from the vehicle’s CAN bus and displayed here.
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MONITORING 8

Displaying a route » Use the calendar on the top right to select the day for which you want the vehicle’s
route to be displayed on the map.
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Displaying details on a » Click on a position anywhere along the route. This opens a popup window containing
selected position details of the selected position.
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94

Displaying a list of » Click on the List of journeys icon in the Position display toolbar to show the movements
journeys of a vehicle over a given period of time.

» Enter the time period.
-

-

Time period X

Date from: [ 15,08.2017 00:00

Date to:  17.08.2017 00:00

Preset cycle:  Preset cycle -

L d

» Click on the Report button. The list of journeys will be generated and displayed in a
separate window.

Among other things, the list shows the starting point and destination of each journey,
the kilometer reading at the end of the journey, and the number of kilometers traveled.
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8.3.5 Retrieving fuel consumption information

Determining fuel consumption is absolutely vital for successful fleet management.

Displaying consumption Fuel consumption is displayed as a graph, meaning that you can quickly spot any signs of
in a graph unusual activity.

» On the Position display tab, select the vehicle and the day for which fuel consumption
information is to be visualized.

» Click on the Fuel graph icon in the Position display toolbar.

A graph that shows a steady fall indicates regular fuel consumption.

Note A dramatic drop within a short period of time could be a sign that fuel is being stolen.

Tank Grafik 04.03.2017 00:00 - 04.03.2017 23:59

e
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Generating a

consumption report for

96

a specific period

When the vehicle is refueled, there will be a sudden jump in the level in a short space

of time.

Tank Grafik 18.08.2017 00:00

» On the Position display tab, select the vehicle for which a consumption report is to be

generated.

» Click on the Fuel icon in the toolbar.

» Specify the period of time to be covered by the consumption report.

Zeitspanne

Datum von:
datum bis:

“oreingestellte
Periode:

13.08.2017

|

X

18.08.2017

|

l

» Click on the Report button. The fuel consumption information for the vehicle will be

displayed on a separate line for each day of the period.

Among other things, the list shows the number of kilometers traveled on that day, the
fuel level at the beginning and end of a journey, and the amount of fuel consumed. By
referring to the speed information as well, you can quickly see whether the fuel

consumption information is plausible.
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8.3.6 Analyzing the number of kilometers traveled

The Reports tab contains reports that can be used for longer-term analyses across all
areas. The vehicle data in the reports can - for example - be narrowed down to specific
drivers or vehicles.

The following example illustrates how to analyze the number of kilometers traveled by a
vehicle each day.

» Switch to the Reports tab.
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» On the left-hand side, select the area(s) to be analyzed. To do this, expand the tree
structure containing the areas and check the boxes for users, vehicles, or drivers.

» On the left-hand side, specify the analysis period. To do this, complete the date
fields/select the predefined periods at the top or select the period in the calendar while

holding down the mouse button. Days can be selected so that they span different
months.
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» Select the report you want in the central area (in this example, the report being opened
is called FMS kilometers).

This report contains the number of kilometers traveled each day together with the start
and end date of each trip, as well as the fuel consumption.
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9 Maintenance

9.1 Maintenance during operation

Recommendation

8023104/2018-07-05|SICK
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Perform the following checks at regular intervals:

Checking plug connectors

» Unscrew the sensor plug connectors and check the male contacts for moisture and
traces of corrosion.

Plug connectors damaged by corrosion
Corroded plug connectors can significantly impair the performance of the sensor.

» Replace any damaged plug connectors immediately.

Checking cables

» Regularly check the electrical installation. Check that all cable connections are securely
attached.

Loose connections or scorched cables

» Defects such as loose connections, scorched cables, or cables with damaged
insulation must be corrected immediately.

Checking screw connections

» Make sure that the screw connections are secure.

Cleaning the TDC-E

The devices are maintenance-free. No maintenance is required to ensure proper
operation.

Depending on the operating environment, we recommend removing dust from the
housing.
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9.2 Replacing components

NOTE

0 Claims under the warranty rendered void
» Do not open the TDC-E housing.

9.2.1 Replacing a TDC-E

Defective devices must be replaced immediately.

In the case of Node-RED and picoStratus configurations, the replacement device is
configured by importing backup files (for further information on this, refer to chapters
7.2.5 Exporting Node-RED configurations and 7.3.8 Exporting the picoStratus
configuration.

You can order the TDC devices under the following part numbers:

Part no. Device

6066438 TDC-E100R2
6067899 TDC-E100EU
6067537 TDC-E100R6
6067896 TDC-E200R2
6067898 TDC-E200EU
6067536 TDC-E200R6

Table 11:Part numbers for the TDC-E replacement devices

Detaching the » Undo all plug or clamp connectors on the TDC-E and remove the connecting cables
connecting cables from the device.
» Unscrew the WLAN/WPAN antenna from the device.

» Remove the GPS antenna (TDC-E200 only).

Replacing the device » Remove the defective device.
» Install the replacement device as described in chapter 4 Mounting.

» Reconnect all cables and antennas as described in chapter 5 Electrical installation.

Preparing for » Connect the computer to the EthO Ethernet interface and start TDC-E Device Manager
configuration (see chapter 6.3 Starting TDC-E Device Manager).
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Importing a Node-RED » Start Node-RED via the dashboard.

configuration » Select Import = Clipboard from the Node-RED menu.

<2 Node-RED
Q 4 Educaion Flow 1 P+ info debug
T Import nodes
a : 1 Flow 1
|~ - "b2b3bafd, 5a12"
[ catth Enabled
| status ;
| link ;
|7mqn; Importto | current flow | new flow
| np 0
| websockel O Cancel
[ w O -
- h »

a =}h0|+

» Open the text file that contains the backup and copy the contents to the clipboard.
» Paste the contents of the clipboard into the import window.

» Click on Import.

Importing a picoStratus » Start picoStratus via the dashboard.
configuration » Click on the Import icon.

» Under Config import, select the stratus-config-export.zip backup file.

SICK Lt w > 0
#[e]
Config import (7] Driver import Q
stratus-config-expert.zip Allow Overwrite
ne file selected
[ upeas

» Click on Upload.

» Perform a data provider scan and start the sensors.

Subsequent work » Re-enter the settings in the TDC-E Device Manager tree.
» Re-install customer applications.
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9.2.2 Replacing connected sensors

Defective sensors must be replaced immediately.
» After replacing the component, connect the replacement device to the TDC-E.

Preparing for » Connect the computer to the EthO Ethernet interface and start TDC-E Device Manager

configuration (see chapter 6.3 Starting TDC-E Device Manager).
Importing a » Assign exactly the same address to the SICK replacement device as was assigned to
picoStratus the defective sensor.

configuration » Then, import the picoStratus configuration. To do this, follow the same procedure as

when replacing the TDC-E.
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10 Appendix
10.1 Technical data
| TDC-E100 | TDC-E200
Features
Product category Gateway and cloud solutions
Application = Remote management of sensors and machines
= Process monitoring and diagnostics in factory and logistics
automation
= Fleet management
= Generation of statistics and forecasts
Tasks = Condition monitoring
= Stock monitoring
= User-defined real-time alarms
Features
Sensor Acceleration sensor, magnetometer, thermometer

8023104/2018-07-05|SICK
Subject to change without notice

Internal processor

1 GB, DD3, dual-core Cortex-A7 with Cortex-M4 co-processor

Internal memory

16 GB

Operating system

Linux Yocto Rocko

User interface

TDC-E Device Manager

Connectivity

Cellular network (3G), WLAN, WPAN, LAN, M2M SIM card, EU
27 +2 1

Mobile network

TDC-ExOOEU

= UMTS: 900/2,100 MHz

= GSM/EDGE: 850/900/1,800/1,900 MHz
TDC-ExOOR2/TDC-ExOOR6

= UMTS: 900/2,100 MHz, +R115: W115

Integrated SIM card

v, TDC-EXOQEU only

Alarm output

Push notification or user-defined action

1) Belgium, United Kingdom, Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary,
Ireland, Italy, Latvia, Lithuania, Luxembourg, Malta, the Netherlands, Norway, Poland, Portugal, Romania,
Slovak Republic, Spain, Sweden, Switzerland, Cyprus

Interfaces
GPS - Vv Satellite-based
supplemental system L1 C/A:
WAAS, EGNOS, MSAS, GAGAN
Protocol GPS, GLONASS, BeiDo, Galileo
Electrical connection MCX
Modem Vv, 3G HSPA+
Data transmission rate 5.76 Mbit/s ... 14.4 Mbit/s
Protocol HSPA+/UMTS quad-band 850/900/1,900/2,100 MHz
GSM/GPRS quad-band 850/900/1,800/1,900 MHz
Ethernet v (2)
Data transmission rate 10 Mbit/s ... 1,000 Mbit/s
Electrical connection RJA5

WLAN
Data transmission rate

Electrical connection

Vv, dual band, 2.4 and 5 GHz module (IEEE 802.11 b/g/n)

(80 Mbit/s ... 100 Mbit/s), 20-40 MHz SISO and 20 MHz 2 x 2
MIMO at 2.4 GHz for high throughput

Device interface

WPAN

v, IEEE.802.15.1, v, IEEE.802.15.1,

IEEE.802.15.4 IEEE.802.15.4
IEEE.802.15.3
Serial Vv, RS-232, RS-422, RS-485, SSI, 1-Wire
Electrical connection Microfit (20-pin)
CAN bus v (2)
Data transmission rate 1 Mbit/s, adjustable
Protocol J1939, CANopen

Electrical connection

Microfit (20-pin)

UsB
Electrical connection

Vv, USB2.0
USB 2.0 A male connector
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Inputs/outputs
I/0

6 analog inputs (configurable, current and voltage),
8 digital inputs/outputs (configurable)

Optical indicators

3, LED, status indicators

Configuration interface

Web interface

Mechanics/electronics

Supply voltage 24VDC((OVDC...36VDC)

Housing dimensions 162 mm x 32 mm x 101 mm
(WxDxH)

Weight 230 g

Mounting In vehicle or control cabinet

Housing color

Light blue (RAL 5012)

Housing material

Polyamide (PAG)

Enclosure rating

IP20 (acc. to DIN EN 60529)

Ambient data

Ambient temperature,
operation

-20 °C...+70 °C

Ambient temperature, storage

-40 °C...+85 °C

Impact load

IEC 60068-2-27

Electromagnetic compatibility EN 303446-1
(EMC) v EN 55032

EN 55024

EN 61000-3-2

EN 61000-3-3
Product safety EN 60950-1

Radio equipment approval

EN 301511V12.5.1 (2017)

1 To ensure electromagnetic immunity in industrial environments, observe the following points:

= Use cables that are shielded at both ends.

= The RS-232 interface has been tested/is compliant for (unshielded) cable connections < 3 m.
= The USB interface has been tested for direct connection (e.g., memory stick).

= 1-Wire is not designed for industrial environments. 1-Wire has been tested for simple industrial

environments.

General advice

Description

The gateway system networks sensors, machines, and loT
platforms for collecting and preprocessing local sensor and
process data.

Scope of delivery

TDC-ExXOOEU with mobile communication (EU 27 +2, M2M SIM
card) including connecting cables and operating instructions

Table 12: TDC-E100/TDC-E200 data sheet
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10.2 Dimensional drawings
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10.3

106

User levels and authorizations

Three different user levels are available for working in the web-based configuration
interface: Client, Service, and Developer.

The following authorizations are assigned to each user level:

User level Login Description
Level 1 Permitted to view all TDC-E settings and states,
containers, and interfaces. Not permitted to make any
Username client changes that affect the operational status of the TDC-E.
Password client
Level 2 Has the following rights:
= Change IP addresses
Username service = Change DIOs
Password servicelevel = Connect/disconnect modem
= Start/stop Node-RED, picoStratus, and customer
containers
View Docker stats (RAM, CPU)
Not able to stop/start HWManager, SRT, and Portainer
Level 3 Has the following rights:
= Change IP addresses
Username developer = Change DIOs
Password tdceDeveloper = Connect/disconnect modem
= Start/stop Node-RED, picoStratus, and customer
containers
= Add/remove own containers (start, stop,
deployment)
= Not able to stop/start HWManager, SRT, and
Portainer

Table 13:User levels and authorizations
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10.4

RS-485/RS-422 pin
assignment

8023104/2018-07-05|SICK
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TDC-E pin assignments

o= I

14)113

1DEEEGEERIVE

O]
1g1ugolie]d

Group Pin Name Description
PWR 14 VIN TDC-E supply voltage: 9 V-36 V DC
7 GND Ground
13 DIO_A Digital input/output - Channel A
6 DIO_B Digital input/output - Channel B
DIO 12 DIO_C Digital input/output - Channel C
5 DIO_D Digital input/output - Channel D
11 DIO_E Digital input/output - Channel E
4 DIO_F Digital input/output - Channel F
10 AIN_A Analog input - Channel A
3 AIN_B Analog input - Channel B
AIN 9 AIN_C Analog input - Channel C
2 AIN_D Analog input - Channel D
8 AIN_E Analog input - Channel E
1 AIN_F Analog input - Channel F
1
%
ElE@DEEEEEE]
Group Pin Name Description
ADDITIONAL 20 L+_A Used as a digital output
DIO 10 CQ_A Digital input
ADDITIONAL 19 L+_B Used as a digital output
DIO 9 CQ_B Digital input
18 GND Ground
GND 8 GND Ground
+5V DO 17 5V 5 V digital output
1-WIRE 7 1w 1-WIRE
16 X Cable for sending data
6 RX Cable for receiving data
RS-232 15 CTS Clear to send
5 RTS Request to send
RS-485/ 14 Y/CLK+ RS-485/422/SSI data cable
RS-422/ 4 Z/CLK- RS-485/422/SSI data cable
SSI* 13 A/DATA+ RS-485/422/SSI data cable
3 B/DATA- RS-485/422/SSI data cable
CAN A 12 CANH_A CAN high - Channel A
2 CANL_A CAN low - Channel A
CAN B 11 CANH_B CAN high - Channel B
1 CANL_B CAN low - Channel B

* Configurable/RS-422 available in API

Half-duplex mode: The transceiver relies on the Y and Z pins in both send and receive

mode.

Full-duplex mode: In receive mode, the transceiver uses the A and B pins; in send
mode, it uses the Y and Z pins.

OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector)
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10.5

10.5.1 MQTT API

10.5.1.1

108

Description of the MQTT and REST API

The TDC-E gateway system supports MQTT and REST APIs for simple and complex data
handling processes on the cloud platform.

e The MQTT API is used to publish data from the devices. These data are stored on the
cloud server and can be subsequently requested using REST APIs.

o REST services provide access to all sensor and device data sent to the platform.

The TDC-E gateway system uses MQTT as the protocol for device communication.

With the aid of an MQTT library and compatible clients, you can publish and subscribe to
topics, and send and receive data.

Connection details

» How to establish a connection to the MQTT broker:

Host 194.152.206.247

Port 1883

Username D<DEVICE_ID>
E.g., D359551037664835
The device ID may be represented by the IMEI number or by a unique device
identifier.

Password The password is generated on the basis of the device’s IMEI number and a

special signature key.

For a description of how to implement the password generation method in C#,
please refer to the information further below.

Signature: ASCIl code '68790CD960494F7CBBOAE3F130A9841C’

Password generation method

public string GeneratePassword(string imei)
{

byte []
System.Configuration.ConfigurationManager.AppSettings["SignatureKey"])

token = System.Text.Encoding.ASCII.GetBytes (imei +

’

uint password = 0;

try
{
for (int i = 0; i < token.Length; i++)
{
unchecked /// in case of overflow just let it wrap around
0
{
password += (uint) ((i +1) * token[i]):;
}
}
}
catch (Exception e)

{

Logger.Log (" [ERROR] " + e.ToString())

return password.ToString() ;
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10.5.1.2 The MQTT API sensor value

The MQTT API sensor value allows devices to send simple numerical or textual data to the
cloud platform. The device ID represents the IMEI number or unique identifier provided by

the platform.

Each sensor has its own unique identifier, which must be assigned to it. This unique
identifier is then used in the MQTT topic for the purpose of publishing data.

Topic

<DEVICE_ID>/CX/<DATA_STORE_ID>
E.g., 66BDDE57849842EB8339/CX/Bosch7506A

Payload

<DateTime>| <Value> | <Unit>
E.g., 2017-11-08T709:31:39.8703239Z|1.60| m/s

The payload text is delimited by means of vertical dash marks

= UTC time in the format yyyyy-MM-ddTHH:mm:ss.fff
= Value (floating-point number, integer values, or text)
= Unit (°C, m, m/s, sec, etc.)

This is the easiest way to send sensor data to the cloud platform.

Note » Remember to create the TDC-E and sensor on the cloud platform in advance.

10.5.1.3 Complex data structures

Complex data structures have to be created on the cloud platform. All the data required to
send JSON data to a specific data store are available here.

As soon as the data store has been created, its ID starts being used in the MQTT topic to
send messages to the MQTT broker together with the device ID for publishing. Once again,
the device ID can take the form of the IMEI number of the actual device or a unique
identifier provided by the cloud platform.

Topic

<DEVICE_ID>/S/<SENSOR_UNIQUE_IDENTIFIER>
E.g., 17A28C1DA2704BF88F7D/S/AngleY

Payload

The payload can be any type of JSON object that does not contain array
properties.

The complex data structure also supports nested objects.

{
"ts":"2018-01-26T10:30:00.000

000+01:00",
"x":78613,
"y":155582,
"o":-1620,
"q":5,
"xx":6014,
"xy":348,
"yy":9229,
"oo":518,
"dr":0,
"ir":75,
"mdm" :130
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10.5.2 REST API

REST API offers various APIs for requesting simple and complex data sent by sensors or
devices. For example, it allows you to request data from a particular sensor or from a
device plus a data store that has received data from this device.

Each API request must conform to the API's authentication schema; otherwise, the API will
return the status 401 UNAUTHORIZED.

Base server URL

http://tdcapi.sick.com/

10.5.2.1 Bearer authentication

The API relies on bearer authentication, which means that each APl method call must
contain an authorization header with a token. The token can be obtained via the
auth/1/session API.

Example authorization header

Authorization: Bearer 8106717a-e9fd-44a6-ac47-89a4391dedc?

10.5.2.2 Authentication | POST auth/1/session

This API performs the user login and returns the token used for bearer authentication.

Example request URI(s)

/auth/1/session

Request

{
"Username":"api@test.hr",
"Password":" !Test123"

}

Responses

HTTP status code 200 - application/json
Returns a newly created token

Example {

"SessionKey": "044b54£9-773d-49a9-955a-b2279d19dabf"

HTTP status code 400

This is returned if the username and password do not match.
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10.5.2.3 Devices | GET api/1/devices

This API makes all devices visible to the logged-in user.

Example request URI(s)

Responses

Returns an array of devices

Example

This will be returned if the user is not authorized to use this resource.

8023104/2018-07-05|SICK

OPERATING INSTRUCTIONS | TDC-E (Telematic Data Collector) 111
Subject to change without notice



10 APPENDIX

10.5.2.4

112

Sensor data | GET api/1/sensors/{id}/data

This API requests sensor data within a relative time period.

Example request URI(s)

/api/l/sensors/831/data?fromNow=3h

Request
Request parameters
Parameter Type Description
fromNow String Minutes, hours, days, or weeks
Eg,3m,1h,2d, 1w
m - minutes, h - hours, d - days, w - weeks
Responses

HTTP status code 200 - application/json

Returns an array of sensor data

Example [

"Time":

"Value": "899"

"Time":

"Value": "899"

"Time":

"Value": "900"

HTTP status code 401

This will be returned if the user is not authorized to use this resource.
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10.5.2.5 Sensor data | GET api/1/sensors/{id}/data

Example

8023104/2018-07-05|SICK
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This API provides sensor data within a specific time period.

Example request URI(s)

/api/1l/sensors/831/data?from=2017-12-
26T00%3A00%3A00%2B02%3A00&t0=2017-12-27T00%3A00%3A00%2B02%3A00

Request
Request parameters
Parameter Type Description
from String Date and time value with offset in ISO 8601 format
to String Date and time value with offset in ISO 8601 format

The offset value indicates the extent to which the time value deviates from UTC.

Responses
HTTP status code 200 - application/json

Returns an array of sensor data

[

"Time": "2017-05-17T07:05:21+02:00",
"Value": "899"

"Time": "2017-05-17T07:05:31+02:00",
"Value": "899"

"Time": "2017-05-17T07:05:41+02:00",
"Value": "900"

HTTP status code 401

This will be returned if the user is not authorized to use this resource.
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10.5.2.6 Data store | GET api/1/datastores

This API provides a list of user-defined data stores in the system.

Example request URI(s)

Responses
Returns an array of data stores
Example
This will be returned if the user is not authorized to use this resource.
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10.5.2.7 Device data | GET api/1/devices/{id}/data

This API identifies device data from the specified data store that were sent within a
specific time period.

Example request URI(s)

/api/l/devices/21588/data?dataStoreld=1&from=2017-11-
07T10%3A00%3A00%2B02%3A00&t0=2017-11-08T13%3A00%3A00%2B02%3A00

Request
Request parameters
Parameter Type Description
dataStoreID | Integer ID of the data store
from String Date and time value with offset in ISO 8601 format
to String Date and time value with offset in ISO 8601 format

The offset value indicates the extent to which the time value deviates from UTC.

Responses HTTP status code 200 - application/json

Returns an array of device data

Example [

"gEghe
nx".
"y":
nom.
"q":
MM
"Xy":
"yyn:
"oo":
"dr":

"ir".

"2017-11-07T12:48:56.5974322",

9.841,
11.854,
-1.581,
100,
0.098547,
0.023588,
1.161307,
0.000086,
0
5

4

4
"mdm": 0.327

"gEghe
nyn.
"y":
nom.
"q":
MM
"Xy":
Hyy":
"oo":
"dr":

"ir".

"2017-11-07T12:48:57.9552972",

9.829,
11.454,
-1.642,
100,
0.012427,
0.007787,
0.11129,
0.000564,
0
7

4
0,

"mdm": 0.226

HTTP status code 401

This will be returned if the user is not authorized to use this resource.
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SICK AG

Australia

Phone +61 3 9457 0600
1800 334 802 - tollfree

E-Mail sales@sick.com.au

Austria
Phone +43 22 36 62 28 8-0
E-Mail office@sick.at

Belgium/Luxembourg
Phone +32 2 466 55 66
E-Mail info@sick.be

Brazil
Phone +55 11 3215-4900
E-Mail marketing@sick.com.br

Canada
Phone +1 905 771 14 44
E-Mail information@sick.com

Czech Republic
Phone +420 2 57 91 18 50
E-Mail sick@sick.cz

Chile
Phone +56 2 2274 7430
E-Mail info@schadler.com

China
Phone +86 20 2882 3600
E-Mail info.china@sick.net.cn

Denmark
Phone +45 45 82 64 00
E-Mail sick@sick.dk

Finland
Phone +358-9-2515 800
E-Mail sick@sick.fi

France
Phone +33 1 64 62 35 00
E-Mail info@sick.fr

Germany
Phone +49 211 5301-301
E-Mail info@sick.de

Hong Kong

Phone +852 2153 6300
E-Mail ghk@sick.com.hk
Hungary

Phone +36 1 371 2680
E-Mail office@sick.hu

India
Phone +91 22 4033 8333
E-Mail info@sick-india.com

Israel
Phone +972 4 6881000
E-Mail info@sick-sensors.com

Italy
Phone +39 02 274341
E-Mail info@sick.it

Japan
Phone +81 3 5309 2112
E-Mail support@sick.jp

Malaysia

Phone +6 03 8080 7425
E-Mail enquiry.my@sick.com
Mexico

Phone +52 472 748 9451
E-Mail mario.garcia@sick.com

Netherlands
Phone +31 30 2044 000
E-Mail info@sick.nl

New Zealand
Phone +64 9 415 0459

0800 222 278 - tollfree
E-Mail sales@sick.co.nz

Norway
Phone +47 67 81 50 00
E-Mail sick@sick.no

Poland
Phone +48 22 539 41 00
E-Mail info@sick.pl

Romania
Phone +40 356 171 120
E-Mail office@sick.ro

Russia

Phone +7 495 775 05 30
E-Mail info@sick.ru
Singapore

Phone +65 6744 3732
E-Mail sales.gsg@sick.com

Slovakia
Phone +421 482 901201
E-Mail mail@sick-sk.sk

Slovenia
Phone +386 591 788 49
E-Mail office@sick.si

South Africa
Phone +27 11 472 3733
E-Mail info@sickautomation.co.za

Waldkirch | Germany | www.sick.com

South Korea

Phone +82 2 786 6321
E-Mail info@sickkorea.net
Spain

Phone +34 93 480 31 00
E-Mail info@sick.es

Sweden
Phone +46 10 110 10 00
E-Mail info@sick.se

Switzerland
Phone +41 41 619 29 39
E-Mail contact@sick.ch

Taiwan
Phone +886 2 2375-6288
E-Mail sales@sick.com.tw

Thailand
Phone +66 2645 0009
E-Mail Ronnie.Lim@sick.com

Turkey
Phone +90 216 528 50 00
E-Mail info@sick.com.tr

United Arab Emirates
Phone +971 4 88 65 878
E-Mail info@sick.ae

United Kingdom
Phone +44 1727 831121
E-Mail info@sick.co.uk

USA

Phone +1 800 325 7425
E-Mail info@sick.com
Vietnam

Phone +84 945452999
E-Mail Ngo.Duy.Linh@sick.com

Further locations at www.sick.com

SICK
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